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PROMEFUZZ
Motivation

A Fuzzing Harness from the cJSON library

Library fuzzing requires programs 
known as fuzzing harnesses or 
fuzz drivers to serve as the entry 
point for the fuzzer.



Motivation

The generated fuzzing harnesses are expected to meet:


① Syntactically correct: Correct initialization and function invocations to 
form a compilable program.  


② Semantically correct: Valid call sequences, appropriate flag settings, 
and other implicit API constraints to ensure meaningful execution.  


③ High coverage: Effectively exploring the library’s state space.
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Motivation

Challenges: ① Syntactic ② Semantic ③ Coverage


Existing approaches:


Use real-world consumer code ➔ satisfy ① + ②, but limited on ③


• Slice API callers: FUDGE@FSE’19 | AFGen@S&P’24 

• Merge API sequences: FuzzGen@Sec’20 | UTopia@S&P’23 

Mutate API sequences ➔ improve ③, but often break ②


• APICraft@Sec’21 | GraphFuzz@ICSE’22 | Hopper@CCS’23 | Rubick@Sec’23
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Motivation

Challenges: ① Syntactic ② Semantic ③ Coverage


Existing approaches:


Leverage the power of LLMs ➔ potential to achieve ① + ② + ③ ？


• PromptFuzz@CCS’24 | CKGFuzzer@ICSE’25 | OSS-Fuzz-Gen@Google
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Motivation

A Harness for libpcap Generated by PromptFuzz

The Documentation of pcap_create

Maintainer’s Response
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Motivation

This "confirmed bug" turns out to be a false positive — reveals LLM-
based methods are still unable to achieve ① + ② + ③. Why?


Lack domain-specific knowledge in harness generation.


Require human assistance to triage and validate crashes.


⭑ Intuition: consider how a human expert would gather knowledge 
and reason when writing fuzzing harnesses.
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Motivation

⭑ Intuition: consider how a human expert would gather knowledge and 
reason when writing fuzzing harnesses.


We propose PROMEFUZZ:


Human reads code to find API signatures & data types 
➥ PROMEFUZZ parses AST to extract code metadata (① Syntactic)


Human consults documentations for usage examples and constraints 
➥ PROMEFUZZ uses RAG to retrieve and summarize relevant documentation 
(② Semantic)
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Motivation

⭑ Intuition: consider how a human expert would gather knowledge and 
reason when writing fuzzing harnesses.


We propose PROMEFUZZ:


Human adheres to usage conventions (e.g., init → use → cleanup) 
➥ PROMEFUZZ calculates API correlations to schedule meaningful API 
sequences (① + ② + ③ Coverage)


Human debugs and learns from errors 
➥ PROMEFUZZ analyzes crashes to learn and avoid API misuses (① + ②)

PROMEFUZZ
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bool remove_attribute(const xml_attribute& a);

struct xml_attribute{
uintptr_t header;
char_t* name;
xml_attribute* prev_attribute_c;

};

class xml_node {
xml_node();
explicit xml_node(xml_node_struct* p);

// ...}

API Dependent Code

Function: remove_attribute

Class: xml_nodeStructure: xml_attribute

Constructor: xml_node() Constructor: xml_node(xml_node_struct*)

Metadata Dependency Graph

test_runner_helper_dom_attr_iterator_invalidate

remove_attribute append_attribute append_child …

run_test

…

Consumer Call Graph

bool xml_node::remove_attribute(const xml_attri
bute& a) {

if (!_root || !a._attr) return false;
if (!impl::is_attribute_of(a._attr, _root))

return false;
// ...}

API Implementation Database

### 6.4. Removing nodes/attributes

If you do not want your document to contain som
e node or attribute, you can remove it with 
`bool xml_node::remove_attribute(const xml_attr
ibute& a);` …

API Documentation Database

remove_attribute

append_attribute first_attribute

append_child set_value …

API Correlation

The `pugi::xml_node::remove_attribute` functio
n is designed to remove a specified attribute
from an XML node. It can be called with …

API Usage

extern "C" int LLVMFuzzerTestOneInput(const uint8_t *Data
, size_t Size) {

if (Size < 1) return 0;
xml_document doc;
xml_node node = doc.append_child("root");
xml_attribute attr1 = node.append_attribute("attr1");
xml_attribute attr2 = node.append_attribute("attr2");
xml_attribute attr3 = node.append_attribute("attr3");
node.remove_attribute("attr1");
node.remove_attribute(attr2);
node.remove_attribute(std::string_view("attr3"));

//...}

Fuzzing Harness

Preprocessor

Comprehender

Knowledge Base

ERROR: AddressSanitizer: heap-buffer-overflow on ...
#0 0xcaadb1e in strlen
#1 0xcb76446 in pugi::impl::strlength
#2 0xcb747d0 in pugi::xml_attribute::set_value
#3 0xcb71d58 in LLVMFuzzerTestOneInput
...

ASan Crash

Scheduler & Generator

API: xml_node::
remove_attribute
API: …

Code Base

The value passed to `set_value` should be a null-
terminated char array.

API Constraints

Sanitizer

Run Fix

Learn

Feedback

Schedule

Generate
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AST-based
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Design
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bool remove_attribute(const xml_attribute& a);

struct xml_attribute{
uintptr_t header;
char_t* name;
xml_attribute* prev_attribute_c;

};

class xml_node {
xml_node();
explicit xml_node(xml_node_struct* p);

// ...}

API Dependent Code

Function: remove_attribute

Class: xml_nodeStructure: xml_attribute

Constructor: xml_node() Constructor: xml_node(xml_node_struct*)

Metadata Dependency Graph

test_runner_helper_dom_attr_iterator_invalidate

remove_attribute append_attribute append_child …

run_test

…

Consumer Call Graph

bool xml_node::remove_attribute(const xml_attri
bute& a) {

if (!_root || !a._attr) return false;
if (!impl::is_attribute_of(a._attr, _root))

return false;
// ...}

API Implementation Database

### 6.4. Removing nodes/attributes

If you do not want your document to contain som
e node or attribute, you can remove it with 
`bool xml_node::remove_attribute(const xml_attr
ibute& a);` …

API Documentation Database

remove_attribute

append_attribute first_attribute

append_child set_value …

API Correlation

The `pugi::xml_node::remove_attribute` functio
n is designed to remove a specified attribute
from an XML node. It can be called with …

API Usage

extern "C" int LLVMFuzzerTestOneInput(const uint8_t *Data
, size_t Size) {

if (Size < 1) return 0;
xml_document doc;
xml_node node = doc.append_child("root");
xml_attribute attr1 = node.append_attribute("attr1");
xml_attribute attr2 = node.append_attribute("attr2");
xml_attribute attr3 = node.append_attribute("attr3");
node.remove_attribute("attr1");
node.remove_attribute(attr2);
node.remove_attribute(std::string_view("attr3"));

//...}

Fuzzing Harness

Preprocessor

Comprehender

Knowledge Base

ERROR: AddressSanitizer: heap-buffer-overflow on ...
#0 0xcaadb1e in strlen
#1 0xcb76446 in pugi::impl::strlength
#2 0xcb747d0 in pugi::xml_attribute::set_value
#3 0xcb71d58 in LLVMFuzzerTestOneInput
...

ASan Crash

Scheduler & Generator

API: xml_node::
remove_attribute
API: …

Code Base

The value passed to `set_value` should be a null-
terminated char array.
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Preprocessor: 
Metadata Dependency Graph → API-related Code

Consumer Call Graph → API Correlation
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bool remove_attribute(const xml_attribute& a);

struct xml_attribute{
uintptr_t header;
char_t* name;
xml_attribute* prev_attribute_c;

};

class xml_node {
xml_node();
explicit xml_node(xml_node_struct* p);

// ...}

API Dependent Code

Function: remove_attribute

Class: xml_nodeStructure: xml_attribute

Constructor: xml_node() Constructor: xml_node(xml_node_struct*)

Metadata Dependency Graph

test_runner_helper_dom_attr_iterator_invalidate

remove_attribute append_attribute append_child …

run_test

…

Consumer Call Graph

bool xml_node::remove_attribute(const xml_attri
bute& a) {

if (!_root || !a._attr) return false;
if (!impl::is_attribute_of(a._attr, _root))

return false;
// ...}

API Implementation Database

### 6.4. Removing nodes/attributes

If you do not want your document to contain som
e node or attribute, you can remove it with 
`bool xml_node::remove_attribute(const xml_attr
ibute& a);` …

API Documentation Database

remove_attribute

append_attribute first_attribute

append_child set_value …

API Correlation

The `pugi::xml_node::remove_attribute` functio
n is designed to remove a specified attribute
from an XML node. It can be called with …

API Usage

extern "C" int LLVMFuzzerTestOneInput(const uint8_t *Data
, size_t Size) {

if (Size < 1) return 0;
xml_document doc;
xml_node node = doc.append_child("root");
xml_attribute attr1 = node.append_attribute("attr1");
xml_attribute attr2 = node.append_attribute("attr2");
xml_attribute attr3 = node.append_attribute("attr3");
node.remove_attribute("attr1");
node.remove_attribute(attr2);
node.remove_attribute(std::string_view("attr3"));

//...}

Fuzzing Harness

Preprocessor

Comprehender

Knowledge Base

ERROR: AddressSanitizer: heap-buffer-overflow on ...
#0 0xcaadb1e in strlen
#1 0xcb76446 in pugi::impl::strlength
#2 0xcb747d0 in pugi::xml_attribute::set_value
#3 0xcb71d58 in LLVMFuzzerTestOneInput
...

ASan Crash

Scheduler & Generator

API: xml_node::
remove_attribute
API: …

Code Base

The value passed to `set_value` should be a null-
terminated char array.
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Comprehender: 
API Implementation & Documentation

→ API Usage
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Design
PROMEFUZZ

The `pcap_create` function is designed to create a live capture han
dle for network packet capture. It initializes a `pcap_t` structure bu
t does not activate the capture; activation is done via `pcap_activat
e`. The `source` parameter specifies the network device (e.g., "any"
or NULL for all interfaces), and `errbuf` stores error messages, wh
ich holds at least PCAP_ERRBUF_SIZE characters.

RESPONSE

You are required to identify a particular API function's purpose an
d usage according to the source code and documentation. Conside
r:
- What is the API function's design aim?
- How should the function be used?
- How does it behave in various scenarios?
Don't add uncertain information. Be concise (under 300 character
s).

TASK

Using Comprehender, PromeFuzz can extract the parameter 
constraints of pcap_create successfully.

# Information about `pcap_create`
## Function Implementation
```c
pcap_t *pcap_create(const char *device, char *errbuf) {
...
## Documentation Excerpts
1. Excerpt from mandoc.txt:
```
NAME

pcap_create - create a live capture handle
DESCRIPTION

pcap_create() is used to create a packet capture handle to look
at packets on the network. source is a string that specifies the net
work device to open; on all supported Linux systems, as well as on
recent versions of macOS and Solaris, a source argument of "any"
or NULL can be used to capture packets from all network interface
s. The latter should not be confused with all available capture devi
ces as seen by pcap_findalldevs(3PCAP), which may also include D
-Bus, USB etc.
errbuf is a buffer large enough to hold at least PCAP_ERRBUF_SIZE
...

CONTEXT



Design

xml_attribute append_attribute(const char_t* name);

bool remove_attribute(const xml_attribute& a);

a) Type Relevance. The return type of append_attribute
matches the parameter type of remove_attribute, enabling a 
data flow between them.

class PUGIXML_CLASS xml_node {
xml_attribute append_attribute(const char_t* name);
bool remove_attribute(const xml_attribute& a);
// ...

}
b) Class Scope Relevance. append_attribute and remove_attribute are 

both methods of the class xml_node, allowing them to operate on the same 
XML node instance.

c) Calling Scope Relevance. append_attribute and 
remove_attribute are invoked by the same caller, resulting in 
a distance of 2  in the consumer call graph.

*API Function Purpose*
- `append_attribute`: Add a new attribute to an XML node.
- `remove_attribute`: Remove an attribute from an XML node.

d) Semantic Relevance. The purposes of append_attribute and 
remove_attribute are logically connected, leading the LLM to consider 
them correlated.

test_runner_helper_dom_attr_iterator_invalidate

append_attribute remove_attribute …

API Correlation Measurement

PROMEFUZZ



bool remove_attribute(const xml_attribute& a);

struct xml_attribute{
uintptr_t header;
char_t* name;
xml_attribute* prev_attribute_c;

};

class xml_node {
xml_node();
explicit xml_node(xml_node_struct* p);

// ...}

API Dependent Code

Function: remove_attribute

Class: xml_nodeStructure: xml_attribute

Constructor: xml_node() Constructor: xml_node(xml_node_struct*)

Metadata Dependency Graph

test_runner_helper_dom_attr_iterator_invalidate

remove_attribute append_attribute append_child …

run_test

…

Consumer Call Graph

bool xml_node::remove_attribute(const xml_attri
bute& a) {

if (!_root || !a._attr) return false;
if (!impl::is_attribute_of(a._attr, _root))

return false;
// ...}

API Implementation Database

### 6.4. Removing nodes/attributes

If you do not want your document to contain som
e node or attribute, you can remove it with 
`bool xml_node::remove_attribute(const xml_attr
ibute& a);` …

API Documentation Database

remove_attribute

append_attribute first_attribute

append_child set_value …

API Correlation

The `pugi::xml_node::remove_attribute` functio
n is designed to remove a specified attribute
from an XML node. It can be called with …

API Usage

extern "C" int LLVMFuzzerTestOneInput(const uint8_t *Data
, size_t Size) {

if (Size < 1) return 0;
xml_document doc;
xml_node node = doc.append_child("root");
xml_attribute attr1 = node.append_attribute("attr1");
xml_attribute attr2 = node.append_attribute("attr2");
xml_attribute attr3 = node.append_attribute("attr3");
node.remove_attribute("attr1");
node.remove_attribute(attr2);
node.remove_attribute(std::string_view("attr3"));

//...}

Fuzzing Harness

Preprocessor

Comprehender

Knowledge Base

ERROR: AddressSanitizer: heap-buffer-overflow on ...
#0 0xcaadb1e in strlen
#1 0xcb76446 in pugi::impl::strlength
#2 0xcb747d0 in pugi::xml_attribute::set_value
#3 0xcb71d58 in LLVMFuzzerTestOneInput
...

ASan Crash

Scheduler & Generator

API: xml_node::
remove_attribute
API: …

Code Base

The value passed to `set_value` should be a null-
terminated char array.

API Constraints

Sanitizer

Run Fix
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Generate
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Traverse
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Design

Scheduler: 
API Correlation → API Sequence


Generator: 
API-related Code & API Usage

→ Fuzzing Harness
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Design
PROMEFUZZ

Write a C++ fuzzing	harness program to fuzz the library pugixml u
sing the information provided below. Reply with only the conten
t of the C++ source file, without any additional explanation.		Follo
w:
1. Prepare the environment necessary before invoking the target f
unction. Identify the required data types and classes, initialize the
m with appropriate values.
2. Conduct any required cleanup afterward. Pay attention to the re
turn value of the function and handle exceptions properly.
3. Wrap all logic within the `extern "C" int LLVMFuzzerTestOneIn
put(const uint8_t *Data, size_t Size)` function, which acts as the ent
ry point for fuzzing.
…

TASK

Prompt Example for Generator

## Target API Functions
You should invoke the functions in the following order: `pugi::xml_
node::child` -> `pugi::xml_node::attribute` -> …
Below is the detailed information:
1. `pugi::xpath_query::evaluate_string`
​ The `pugi::xpath_query::evaluate_string` function evaluates an XP
ath query as a string in a given XML context, performing type conv
ersion if needed. It returns the result as a string, handling memory
allocation errors with exceptions unless `PUGIXML_NO_EXCEPTIO
NS` is defined.
​This function is a member of class pugi::xpath_query. Its signature
is:
​ ```cpp
string_t evaluate_string(const xpath_node& n) const;
size_t evaluate_string(char_t* buffer, size_t capacity, const xpath_n
ode& n) const;
​ ```
You should invoke all 2 overloads above for this function.
…
## Related Data Types
```cpp
namespace pugi {
struct xml_node_struct {
…
## Related Constructor Methods
```cpp
namespace pugi {
class pugi::xml_node {
explicit xml_node(xml_node_struct* p);
…
## Required Header Files
You need to include `pugixml.hpp` to invoke functions above.

CONTEXT

#include "pugixml.hpp"
extern "C" int LLVMFuzzerTestOneInput(const uint8_t *Data, size_t
Size) {

if (Size < 1) return 0;

pugi::xml_document doc;
pugi::xml_parse_result result = doc.load_buffer(Data, Size);
if (!result) return 0;

pugi::xml_node root = doc.root();
pugi::xml_node child1 = root.child("child1");
pugi::xml_attribute attr = child1.attribute("attr");
pugi::xml_node child2 = child1.child("child2");

pugi::xpath_query query("//node");
pugi::xpath_node xnode(child2);

bool eval_bool = query.evaluate_boolean(xnode);
double eval_num = query.evaluate_number(xnode);

pugi::string_t eval_str1 = query.evaluate_string(xnode);
char buffer[1024];
size_t eval_str2 = query.evaluate_string(buffer, sizeof(buffer), xnod

e);

pugi::xpath_node_set eval_node_set = query.evaluate_node_set(xn
ode);

pugi::xpath_node eval_node = query.evaluate_node(xnode);

return 0;
}

RESPONSE



bool remove_attribute(const xml_attribute& a);

struct xml_attribute{
uintptr_t header;
char_t* name;
xml_attribute* prev_attribute_c;

};

class xml_node {
xml_node();
explicit xml_node(xml_node_struct* p);

// ...}

API Dependent Code

Function: remove_attribute

Class: xml_nodeStructure: xml_attribute

Constructor: xml_node() Constructor: xml_node(xml_node_struct*)

Metadata Dependency Graph

test_runner_helper_dom_attr_iterator_invalidate

remove_attribute append_attribute append_child …

run_test

…

Consumer Call Graph

bool xml_node::remove_attribute(const xml_attri
bute& a) {

if (!_root || !a._attr) return false;
if (!impl::is_attribute_of(a._attr, _root))

return false;
// ...}

API Implementation Database

### 6.4. Removing nodes/attributes

If you do not want your document to contain som
e node or attribute, you can remove it with 
`bool xml_node::remove_attribute(const xml_attr
ibute& a);` …

API Documentation Database

remove_attribute

append_attribute first_attribute

append_child set_value …

API Correlation

The `pugi::xml_node::remove_attribute` functio
n is designed to remove a specified attribute
from an XML node. It can be called with …

API Usage

extern "C" int LLVMFuzzerTestOneInput(const uint8_t *Data
, size_t Size) {

if (Size < 1) return 0;
xml_document doc;
xml_node node = doc.append_child("root");
xml_attribute attr1 = node.append_attribute("attr1");
xml_attribute attr2 = node.append_attribute("attr2");
xml_attribute attr3 = node.append_attribute("attr3");
node.remove_attribute("attr1");
node.remove_attribute(attr2);
node.remove_attribute(std::string_view("attr3"));

//...}

Fuzzing Harness

Preprocessor

Comprehender

Knowledge Base

ERROR: AddressSanitizer: heap-buffer-overflow on ...
#0 0xcaadb1e in strlen
#1 0xcb76446 in pugi::impl::strlength
#2 0xcb747d0 in pugi::xml_attribute::set_value
#3 0xcb71d58 in LLVMFuzzerTestOneInput
...

ASan Crash

Scheduler & Generator

API: xml_node::
remove_attribute
API: …

Code Base

The value passed to `set_value` should be a null-
terminated char array.

API Constraints

Sanitizer

Run Fix

Learn

Feedback

Schedule

Generate

Retrieve

Traverse

AST-based
preprocess

Design

Sanitizer: 
Fix build and runtime errors

Crash → API Constraint
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The crash is a segmentation fault (SEGV) caused by a WRITE memor
y access violation in `TIFFReadRGBATileExt` due to an out-of-bound
s `memmove` operation on the `raster` buffer.
### Root Cause
The fuzzing harness allocates `raster` based on image dimensions (`T
IFFTAG_IMAGEWIDTH`/`TIFFTAG_IMAGELENGTH`), but `TIFFRe
adRGBATileExt` uses **tile dimensions** for memory offsets. If til
e dimensions exceed, the undersized `raster` buffer overflows.
### Misuse vs. Library Bug
This is an **API misuse**.The harness incorrectly assumes image di
mensions suffice for tile operations, violating libtiff's requirement t
o size buffers for tile dimensions.Libtiff's implementation is correct b
ut crashes due to the undersized buffer provided by the harness.

RESPONSE

# Fuzzing harness
```c
int LLVMFuzzerTestOneInput(const uint8_t *Data, size_t Size) {
…

TIFFGetField(tif, TIFFTAG_IMAGEWIDTH, &width);
TIFFGetField(tif, TIFFTAG_IMAGELENGTH, &height);
uint32_t *raster = (uint32_t *)malloc(width * height * sizeof(uint32

_t));
TIFFReadRGBATileExt(tif, col, row, raster, stop_flag);

… }
```
# Crash report
## Crash reason
AddressSanitizer: SEGV on unknown address 0x7fae47ef6070
## Backtrace
The signal is caused by a WRITE memory access.
#0 TIFFReadRGBATileExt
libtiff/tif_getimage.c:3395:9

memmove(raster + (size_t)(tile_ysize - i_row - 1) * tile_xsize,
… ^
## Related source code
```c
// Part of the `TIFFReadRGBATileExt` function:

for (i_row = 0; i_row < read_ysize; i_row++) {
memmove(raster + (size_t)(tile_ysize - i_row - 1) * tile_xsize,

…
## Related data definitions
...

CONTEXT

As an expert developer familiar with the `libtiff` library, you encount
er a crash when running fuzz test for it. Your task is to investigate th
e crash by answering the following questions:
- What kind of crash is it?
- Which part of the library is causing the crash?
- What is the root cause of the crash?
- Is the crash due to a bug in the library or misusing?
Below are the fuzzing harness that triggers the crash and its crash re
port, please analyze them and offer a concise explanation of it.

TASK

Prompt Example for Crash Analyzer



Evaluation

PROMEFUZZ achieves:


1.50×, 3.88×, 1.91x and 1.40× higher branch coverage than 3 LLM-based 
baselines (PromptFuzz, CKGFuzzer and OSS-Fuzz-Gen) and manually 
crafted harnesses (OSS-Fuzz).


More unique crashes with 89.7% precision and uncovers 25 previously 
unknown vulnerabilities (21 confirmed by the developer and 3 assigned 
with CVE IDs).

PROMEFUZZ



Evaluation

Vulnerabilities Found by PromeFuzzOverall Results of PromeFuzz-generated Fuzzing Harnesses
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