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ABSTRACT

As a fundamental memory structure for processes to run, the heap has always been a

focus of researcher attention. Hackers have invented a large number of heap exploitation

techniques around the implementation details of the heap allocator, resulting in highly

destructive heap exploitation attacks. However, the heap allocator’s mitigating measures

are limited. The academic community’s research on heap exploitation is lack of system-

aticality, with a large number of heap vulnerabilities scattered in hackers’ blogs, articles,

and email lists. Moreover, heap exploitation depends on heap allocator version, but there

is very limited security research targeting across-version heap allocators. The aim of this

paper is to research, organize, and examine the mechanisms and methods of heap vulner-

ability exploitation, examine the existing heap security mechanisms, and provide tool and

data support for heap security research targeting across-version heap allocators.

The main work and contributions of this paper are as follows:

1. To address the lack of organization and analysis of heap exploitation techniques,
this paper investigates and organizes 25 famous heap exploitation techniques and
42 heap security checks present in the latest versions of heap allocators, explaining
their mechanisms and summarizing their methods.

. To address the lack of systematic research on heap exploitation, this paper pro-
poses a heap exploitation flow model, which systematically explains the methods
and processes of heap exploitation attacks, providing a general abstract for heap
vulnerability exploitation.

. To address the lack of tools for studying heap security across versions, this pa-
per develops a heap exploitation test suite for across-version heap allocators. The
suite’s three components libccompile, libcbench, and cheapsec solve the deep cou-
pling problem of glibc, the difficulty of switching libc libraries, and the problem of
difficulty in obtaining heap allocator security attributes.

. To address the lack of data for studying heap security across versions, this paper

uses the above test suite to test 25 heap exploitation techniques and 42 heap security

IT



checks in 23 versions of heap allocators, obtaining security attribute data for across-

version heap allocators.

Keywords: heap; exploitation; heap allocator; heap exploitation

I



I BB v e e 1
11 BFGES S G RRGT R - ovvererrer e emem oo 1
1.2 PIANIFZTIIR - orveermrerm e e 1
13 ZRSLTREET AR v vvererrrsrmnsern et )
1A BSTEER v eeve et 3
2 %%%ﬂiﬂ ........................................................................... 4
2.1 GNU/Linux HF A TSR - oo 4
2.2 GNU C Library fHESZH «---oervrrorrrmmmmrrmeee 5
DO HEZER <o ever e 6
D22 HEHRAE oo 10
D3 HEREEE M e 13
DA BRI NGE o eve e 15
3 HEFFMIIEG TR - vveeeerrrreee e 16
30 HERFHEEIG e evereerreern e 16
301 XWEETRG v oevrrorrrrrmrre e e 16
312 BEBHTEG e 18
313 TSZLFC/N e ere e 18
304 JBULEETE o oeve e 1
315 TSZLARREE «overererrrrrr e 25
32 HEFFRERL oo 28
320 BEAHE A cooever e 28
322 HEFFJEIE «-vvervrererern e 29
323 HEFFFEIG coovvrrrvrmmrmmmrn e 30
324 HEFIFGR - ovverrrrrrrrr e 30
33 AR/ NG e 33

v



4 HEZRAMLG - voovreeree e 34

A1 BT PIFEARIPHLE] < oeevroememm e 34
4.1.1  ASLR HUHEZS [ 70 SR BAILAY - oovrererrmremmmememeeeeeeee 34
412 NX TTTHETT - ocveverererermmeremmeremee s 35
413 RELRO T Hgfe e oeeeeemneemmeemn e 35
4.2 PEIEXLTETRGL - cvvveermreremmermm oot 35
A2.1  —JBEHETFIE «oereeerrerer s 35
422 Tcache [ Key AL - -rrrrrmrrmmrrrem e 36
43 TARSEATE oo cvve e 36
A4 B IFEEBIICIIN -eveveremreremme et 37
4.5 R AJEETE <o oveereremeeree e e 37
4.6 TMEBEIAEETE - ooveverrrrrmere s 38
4.6.1  JIEE NeXt FGEE v orrere e 38
4,62  RPFERGEE - evemrerernrernm e 39
A7 FREE/NEE v et 40

S HEFI R ZS oo vveevree e A1
5.1 TDCCOMPIlE- -+« s seeerreeesss e 42
S0 FERE R -wvveeverrenrrenrers e 42
502 FEARJEIE rervnrere i 43
5013 FEFEIEHF coooverer e 43
514  FEFTHIED - evvereremrerm 47
5.0 TIDCDEICH - -+ - v+ e v e e e e e e e 48
521 FFERH -erereereremrsremr e 48
522 BRI -ooeeveererr 49
523 FRFFIEHF ooererer e 50
524 FEFFIEE v veerrerermre e 51
5.3 CREAPSEC -+ -w++v+ s ssmrrems e e e e et 53
S3.0 FFURHI v voeerrremeemmeemee e et 53
532  HEARIEIE cooovevvnreri i 53



533 *E%F?&i‘r ................................................................... 33

534 iéﬁﬁ‘-?}fwif‘ ................................................................... 36
5.4 MUERRHEZE AT JRIE «-- v 56
55 zl_(—%’i/J\é'ﬂ:[: ...................................................................... 38
6 ’é\%ﬁiq'i/e ........................................................................ 59
6.1 I{/E/E]\é%:%%f% ............................................................. 39
6.2 HEF F SR e -+ vveee e 60
BRI oo 62
ﬁiﬁq' ...................................................................................... 65
Mq'i A 42 /I\iﬁﬁé*&ﬁ ......................................................... 66
I}ﬁ'i B iljl\]]iit%% .................................................................... 90

VI



=L
il

1.1 HAREEEHARED

it AR R S RN SR 2 FE R B s, AP D) I L 2 1R T SR L 22 4243
Sk b g — AR Ho, SRR BTN R SRR, HEIRTRAE R
()2 4 Ay 53961 Y. KU 0 R R HE R AR . ST AR A
AR, A SABHR AR K, B nl b i 66 e R gl AR
BAERGEN AT LRI IR I, At — P UGhFR A F. Ian, SRE DA —K
TRT LAY 23717185 7 2 ptmalloc2 () s, 530 Chrome OS Hrig RUREETH . &
INHERE B IT 2 N B2 B 2 R BT — S i B AL AR A I e e s ek, HAE & I
RO, R AR, DARY S Szl [ . (L X LEFE TR AL A% P VERERY 52
s LA T IR A . X EOX SRR S A R, JLT-30A b R T T
KAEHER AR o

SR, XoF A B R GEMET T A = A, R S00M 6 SRR T e R Y
BT ANMBPES Ao 17 EL, MM BR8P A = EAT G, (B 1) 25
A HEAS PG 22 AT o A 2 A7 iy ANl e 228 5258 o R0 i 55 T 5 X A1
KA LW A o AR SO & AE T 1) AN R ROCAS (R HEE Pl PR DR A1 1Y
PLERI R, WETCBUA RSB, DAY it — 2 3 oy FIAE0 e s 1) Bl 1) E
fe .

1.2 ERSMARILIR

ASCHIWFFERT G52 GNU/Linux il il #ie) 2 1 glibe. XF glibe FfEfEfk
BRI B IR, © 4 S X A S P TAE. 2018 4F, Erfiig
UV 3 gy S B T LAY SRR DR B 6 A FBL, A T BT
FEAERURIRAE, HHE T HRE R G0l I N2 At . E R I o M AR AR
D, T LB A B S B e AL 6 7 . 2019 4, Benjamin'™! 45T
3 Bl LR BT, e T B BRI %% gy, 2022
AF., 0x432b FEf IR P B T glibe 2.34 HHE BB 1Y 14 B FH B 15 A 8%
AT 16 PTG, H A T e 1S R A B AAS  (FR X LA 115

1



RGBS TS, T H IR 9 T o TS R A S8 B0 ) 3 1) 003 T
Rorvik 76T 38 30 O it T 8 R AR5 75 5 4 glibe A BRI 4THE . A%
SCMPEHR T 25 AR 3G, HBRSh Ty T 528, JHEH T BRI R
B, REMBL T 42 DM ERAS I 2 ARG, O IS PRI A TS A
TR AL 23 A AT PILRS o B T AT

A VP22 TAEARE T e R R e 3020 . AP 5 SR 2
{0 AR, Repel 25 SCas vf U0 S22 1 i F S5 M) IG5 . 2020 4F
Yun ZEFE AR AT e B 5 R T S R A D S S A D b e S . AR SR
H R T RIS EE . TR P BRI R G E, LA TR A
KER.

53— AR A SR A S Ak S R IR e 1 SR . T
R MESS R 7T, 2018 4, Bckert 25 A\ ) A7 FUBTAUIG A5 5 | A4S R 2 A4 T 1
PESMHT, FF% T HeapHopper T.H, =AM PR IMIE T HAZHAE 1. I T 1@
#h HeapHopper £ 5 AT AR ASIRME I, 2020 4, Yun 25 A BT LLAOMMI i ) S8
G| AR 324, JF& T ARCHEAP, BT glibe *FEg TRl 4675 . 78
A LA 7T, 2018 4F, Wu 28 A U0 (i F py A ORI i RIS S AT R AR TR & T
H S FIHAESE FUZE, 78 15 A PUARZERTR oSS A A T 12 4. 2018 4F, Wang %
NI S b 7 — ol AT RS T BRSO I A 3, DA SN IR B R R o 7 19
AN CTF BRIt b, B RIS A LU IR E] 47 %, 2021 4, Wang 28 A\ U255
T A0 MAZE #7575, %07 S0 FH R SOR 2578 181 5 AR Aok 1 3l
PE A Sy o X8 TR 22 BT RO SRR B, 6 145 SR AT RIS 0 3t
BR. EARATE— TN AR S%.

1.3 AXEFETIE

PA_F 33k BEAH 5 TAFA PS5 H 7] 8 -

o VFZHEN A SR BHERF N SCR . . WpPEsIZe, JUHZ RO
HHARBRE R A, RAFFR2 AR R 5

o HUARYHER FLESEZ JRHER T £ X509 B 51, SNSRI ATIEE R,
R ESL G — R A A

o eI L AL Z SCHEHER AN AT ST T8, (EAR AN X e e AL 1%



EFNHRETE

o MEAETIHER I A AL SE AR P A OGS R 2K, T [ I AR S B 1) S
I AN ST
AHFSEH AT, BT PUA 5 T ) LA -

o VHBFRA NI SCEAM:, HEIHEI T RN 25 Pl A BTG b5
glibc [OURRY, I THRAMEEHER Y 42 Fifee s, T E
IR, 990 T BN, BR TR S5 HeR.

o ARFEDA_ TR AR , B T R AR A AR AL BT R R B S, R
Gt R T HE R Do R AR IR R SR A T A S

o Shy A M A TR 1 i I R T T 2 ) B A M R AR 1 M R
M. XL libccompile. libebench Fl cheapsec =AM, H
W AR ER AL TR R TR S

o [HZEMAE 23 MU A BRAR 1 S2PRilliR T 25 AR Fe 15 /1 42 A~
et iy, MEI MRS T A6 1 & AR MR R 1 2 4R
M, A ATER A TR RS .

14 B

ARSCRF IR SRR BEHEST . THRATA R F A2 A ExX 28 TAR. 28 &
“HEARY AR SCHIHTFINR——GNU/Linux H ptmalloc2 A5G, £
1 ptmalloc2 [ SEILPA be S SL AN K ) 2e 4z . 25 =% “HEM LIS 73K
FEIR 25 FPE A BTy, 98 e MR R AR . SR DU M L]
K/ 1A AR GEANHERE B N B I HE M TS 055 g0 SR A T
RS EAT I A A HER LT, 145 libecompile, libcbench 71 cheapsec =
ANPE BT, HNE CEEESTHE” REEEEABTIE R AR M S5 B9
RAKERS . WO, ARSCEGWAMER, N0 B S e 42 g
i A (s A), PARES A PE ML (Fsk B), SURESH /A



I

2 BE=AA

ARSCHIBT IR G —— A PR e — RS IR IMAS EL B, EEfE P it
FEE R A FENE I . B, RO VERERI 24 2 X E 2, TRRCHTHEE I, T
BB IR Z A [P, TS Blm PhRE, HEE AR 2R
SR BIREFAN Iy TR k. [Ny, b THRE LN, RGN ATZH
SN LA A . FEDFTEHERE BEGR IO M M BRI, WP 0 5 20 SR 45
AN B BEA ) T 8

yl

2.1 GNU/Linux PpIHEIEE

AR GNU/Linux #ERGUERIIGF-6 . ERET AT AEIE: B,
GNU/Linux & 5t FiZ ol e R G2 —, B2 2R 55 1 Rl .
I, X GNU/Linux B2 AP T OF e A B . ik, GNU/Linux PA K
TEHZ FisfThy s A TR, AR AT he it T AR B ) o

7£ GNU/Linux {245 Linux P2 H1 GNU #4F 545 TR R 5By ). o
LR GNU C Library (glibc) 7EH P [ESEH, HERTFBITREIAmME, 5
Linux W% TG K o ;XMW EPRE GNU/Linux HH ) EE PR A 2 ME—1 . B T glibe 1Yk
SZP (ptmalloc2) 4, 545 Google [ temalloc!™ | DL K %% Firefox i F ) jemalloc !
SPHESEIL. AR EEST glibe SCBLRHEE B4R ptmalloc2, ‘72 GNU/Linux |
i i) I M TR

GNU/Linux [ 45 BEAR 2 B0 T TR M B AN AF. — DR NS
14 e 2.1 o e,

Linux WHRZSEHE TSRS - brk #l mmap, AT 38 NAFAC. brk I
AT PAREHE B B AR EAEAR, 1T mmap {8 AT DATE R AT HE Y ) 1 7 Y A7
U, EATERBEE Y SRR I S b 25 [A] . fE GNU/Linux R4eHr, HEEPEERE
IR A brk H1 mmap SkANEFI R HE .

TN RE T2 0 )G, YR PR R — @ S5 SV R, X LEE5H AT
B I 20 SRAEHE o MR A 0 i ik e Rk B B AOR



PAZIREEIX

}%ﬂ%@

R

O

} Bb LR

mmap B

o

< brk

afy

HE

J R

BSSE%

HelmBe

HAEDE

K 2.1 SR INFES
2.2 GNU C Library gz

glibe 24 /i iiAS A g HESE B2 i Wolfram Gloger 1 1) ptmalloc2 (pthreads mal-
loc 2) BEM KR . ptmalloc2 X5 H Doug Lea T 1987 & JT K& 1 4 B dlmalloc

(Doug Lea malloc)!'71,

ptmalloc2 241 POSIX Fiiff, 4 il PR T DA F il POSIX 2 77 B
5

o malloc: A4 AL BEBR IR B M 7 K Bk

o froe: - BraNAS PAF I BRI HE RIS

o realloc: THFAME—EXE MRS IIFRE, ML Kok 4.

o calloc: 4Vl ECHFAOENAS A IIRA AL, FEREEATIA LI O.

BT P LIRS TN PERE, ptmalloc2 ALV A EA MK, HigA
et oA 2 6] PR K . ptmalloc2 SR F T BAF s H Rk #1134 H g



e Arena: Arena & — i (Heap) WA, RIATHRAEN hZ AR, B
¥ Heap

221

=

HEBRVEI AR A S . Arena £ 24 Heap 19511, DAJIX H
HHHH) Bin,
Heap: Heap s —BEZE 1 A7 XL, SR8 T A Arena, 4TI 2£4)#124 Chunk
IR 25 AP
Bin: Bin /2 il 44 %5 K Chunk (4544, SEJ& T34~ Arena, %5 [f] Chunk
P/ NRURE A TR AR AE 2 FIOR [ Bin v, DAGEMEASHRAE o] DM M
F3 A 73 Boi oK 1) Chunk
Chunk: Chunk J& WA ECAYFEEAS B, PERR ARG malloc 5§, free # 24—
A~ Chunk #E471. Chunk R DARESMIE (F1 I F30R) . REl (R HEE B0 A) .
S EUNE Chunk 50 5AH4B Chunk A B FE K Chunk. 44> Chunk #§
FAET—A> Heap #, HJ&T—1> Arena.

Fe T ACRFH /DB I I XX e HE S5 A8 18— 4

HELE A

(1) Chunk

Chunk %f b {9 /& malloc_chunk 2544, 7F glibc 2.32 /1, BHIE XU :

1

struct malloc_chunk {
size_t prev_size;
size_t size;
struct malloc_chunk* fd;
struct malloc_chunk* bk;
struct malloc_chunk* fd nextsize;

struct malloc_chunk* bk nextsize;

};

malloc_chunk Z5#4 140, & i) 7 BOA

e prev_size: 54H] Chunk #HEAHARA)_—~ Chunk ) K/)N.
e size: 4 Chunk [ /)N,

1E X86_64 2ttt , i 44 Chunk B R /PAGEIRHIAIEAR R 16 “FHXF5FHY,
size (A 4 (2N 24 500 0. BT EARHI AR Chunk K/, i kR



AR . FRMRE] R, XA FURR 1 S
1. P: YHAHLEAY T — Chunk 21545
2. M: 47i Chunk 275 1 mmap 4.
3. N: 47i] Chunk 26308 T F RN Arena,
4. RE X
fd: Bin HfJ F—> Chunk.,
bk: Bin /¥ F—> Chunk,
fd_nextsize: Large Bin N —/~A[A] K/ Chunk,
bk_nextsize: Large Bin H1_|-—/>A< [f] A/ Chunk.,
1 Chunk R4 Hy Hr, — AN IEXEE 119 Chunk H i ] prev_size Fl size F B¢, fd
TR AT W TAA# g . 2SR Chunk g78CA Bin o, PRI £d 5Bl
bk FB . X8 A Large Bin [#) 43K Chunk, ‘£ {#i ] fd_nextsize FI bk_nextsize
FE X B Bin A VAR T SGHHE .
TEOE RN, Chunk AYR/INVG 16 TP XS 55, IXEIRE E—E 2 0x10 iy ff
. 2R malloc HHFHIR/NA 2 0x10 AYREEL, M BEASRF R STRIRER 20 5 4h,
1T+ malloc_chunk Z5#4) {4 22 /0 45 7 Chunk Hr 0x10 K/ 23[R (£135 prev_size Fll
size FEY), A Chunk &/ NR/INME 0x20, 3 Hik /e size = 0x20 + 0x10x N, H:
H N R RTEET 0 [ IEREAL
1E glibe 7, BAFAE—FEIAR) Chunk, FR24 Top Chunk, ‘Efi T Heap [T
o TEHERAI IR, Heap HAF—> Top Chunk. 4 malloc {if 3K 38455 Chunk
B}, Top Chunk £:¢4743 PARIEEHT Chunk fTEE 1K/ malloc #5743 Top Chunk )15
DURFTE R 3CHE

(2) Bin!'®

Bin 2P ZS 53 (freelist), FIRIGHEMLH LA Chunk, —~ Chunk
FECE M A Bin, 7E glibc 1, Bin (FHHERICH . — A TAPSEALR) Bin, WDA
A NI R Bin f1Z247 Bin.

L Bin {f A ) 43 S, Chunk it fd F1 bk fg4t BAHZESR: , M HEE 5
B (FIFO) #l. ©iile:

e Unsorted Bin: Unsorted Bin ;&—{>H[E]35 . ¥£ Chunk Jfjil A Small Bin #{] Large



Bin Z H], B4 F| Unsorted Bin #7, Unsorted Bin Hf#%) Chunk J2 A%k
/NEFIRY .

e Small Bin: Small Bin H SEA Y% /M 23R Chunk, %34~ Small Bin #1174 Chunk
FONERAHIA], XA B TP A R 3] A 1E Y /) Chunk. 78 X86_64 ety , —
JE45 62 4~ Small Bin, A 28401 Chunk K/NEFIM 0x20 F] 0x3f0.,

e Large Bin: Large Bin f{l R A H E 125 IH Chunk, &F4 Large Bin fEAZH—
SEJE K/ Chunk, Horri) Chunk $ie KRB/ NWIRFHES . B0Ah, T4
E AR, Large Bin J1f¥) Chunk A4 {ii Ff] fd_nextsize Fil bk_nextsize 3541,
‘EA14517 Large Bin 1~ —af_E—4K/NA R Chunk., 71 X86_64 Zifyrr,
— 34 63 4> Large Bin, HAHZZ41) Chunk K/NEH A 0x400 2 FoFRA .

VA Unsorted Bin 9, # L Bin RSN 2.2 s

malloc_state.bins

Chunk Chunk
—> Rk [ prev_size |<& prev_size |<€
size size
fd fd fd

|7 bk bk bk

K 2.2 Unsorted Bin 82514

ZeAr Bin (1 B 5ERSCHL, Chunk HAA] fd $g5t EANBERE, #Ah /S HESe it
(LIFO) KW, EATHH AR AR — e iR AR H /M 23R Chunk, {75345 7
A BELE P M Bin Z BTPRIE R B EAT. /NF—7E K/ Chunk FEROREIN B 12
IMAZEAT- Bin, F Hiliad size 7Bty P HUAFFMC A UIEE I APIRE, ZFEEMAS
HIHE Chunk &9, FE7MHCHT, 247 Bin W mIEPIEE B E. W1 -Z4F Bin

=. .
TE -



e Fast Bin: 437> Fast Bin H1[{) Chunk KX/NERFHIE] . 7E X86_64 Zafirh | —Ibf

10 4~ Fast Bin, BEZS441# Chunk F/NE I 0x20 F] 0x80.

e Tcache: Tcache J& glibc 2.26 # il A ZE 4+ Bin, #11 Fast Bin A [F] 2 A4 T,
Tcache 2B MARMAR), 1M Fast Bin @ 2RI TN 1E X86_64 Zifyrr,
—1tF 64 /> Tcache, 5 HE M 0x20 F| 0x410, &7~ Tcache ] PAZZH 7 4> Chunk,
iX 7 4~ Chunk K/MHA] » AN ¥ 2 1) Chunk, 5E<s7% A Fast Bin £l Unsorted

Bin H,

VA Fast Bin 36l 2247 Bin PE5FIUNE] 2.3 7R

malloc_state.fastbinsY [i] — prev_size

Chunk Chunk
prev_size
size size
fd fd

& 2.3 Fast Bin [ %5#)

(3) Heap #A Arena

NULL

15 glibe Y, — N ZA Arena, 44 Arena ZELFE (I #& LI
o BRAG F Arena, HE AR TR VORI, T AQIEANE 5
Arena. £~ Arena FARZS B malloc_state £ {4 S, Hirpr 32 Arena ) malloc_state
MR R, fAETE libe.so MR EL . H B LR malloc_state F7A#TEX] Y
Arena [FE LA E . malloc_state 7E glibe 2.32 HEE LANF -



1 struct malloc_state

2 A

3 int flags;

4 mfastbinptr fastbinsY[NFASTBINS];
5 mchunkptr top;

6 mchunkptr last_remainder;

7 mchunkptr bins[NBINS * 2 - 2];

8 unsigned int binmap [BINMAPSIZE];
9 struct malloc_state *next;

10 struct malloc_state *next free;
11 INTERNAL_SIZE T attached_threads;
12 INTERNAL_SIZE T system_mem;

13 INTERNAL_SIZE T max_system_mem;

TR

XANGER R T 28 Arena FRERUEME, AR ESCHNARM&Fh Bin 1)4E
k.

—/NEE Arena W] DAt E £ 4> Heap, —> Heap s (i /il mmap 73 Fi i) — BN
FEas (i) HE X86_64 Zithrt, Heap (LG Hidk— & j& 0x4000000 X551, Mk
Ui, B~ heap ARG HIIEAR 26 (A2 0. ANE 2.4 FR.

XA 3222 F R E — 4> Chunk 2 J& TV~ Arena 11 : &1~ Heap [Hbiik:
AL ERA —A> heap_info Z5#4, H & T 450 Heap FT &1 Arena ByF5%t. 1
R E PR 2 — Chunk J& T WA Arena, G size BT N KR H)
W2 75 8T Ak Arena, SXJ5KF Chunk FAI% 26 7 0, HREEFS 348 M /@ Arena [
a4t

222 HERME
(1) malloc

1E glibe JEASH . NAFSTiCAE malloc/malloc.c 11 __libc_malloc F] _int_malloc P
ARECPRI. ERRB AR E 2.5 FR.

FEPAEVE ] malloc B, B 4¥e<dt A __libc_malloc pK%E. 7£ _ libc_malloc PR %
Hr, glibe KL ZAE R Teache Hg 7547 i 2 ZOR 2SR Chunk. QIPREAT, A4

10



020000000

024000000
heap_info
heap
028000000
heap_info
heap
0zc000000
heap_info
heap
0210000000
heap_info
heap

/2.4 Heap HsH)

IR AR INBRY Arena, PUTH I AHCRAE. Wt A _int_malloc.,

1.

_int_malloc IEF UL R I . BRI N H A
M Fast Bin 1 Small Bin H 5844 475 /& 2K 9254 Chunk, Q0584 5k B4R
118

. i [ Unsorted Bin, fH ) Chunk % A Small Bin f{l Large Bin. [&]H}F&

Unsorted Bin H12 75414 1% /& ZoK 1925 ) Chunk, QISR wt B4R ] .
M Large Bin {5 A6 254 Chunk, U1SA w8 E 4 EFFR ]

s TE| AL, B Bin s A G 2R S Chunk. T2 i Small

Bin #I Large Bin KT K/NK R/ Chunk, QR4 , BB #LR 14
M

CIBTEIIAL , EWEE A B %R Chunk FANRERS 2 25K, HAEM Top Chunk

Eor#l. fn2f Top Chunk ASABER 2, 1 sysmalloc 3 K3k,
X H A A EE RN IR
WK BRI AR, T BIfEL mmap_threshold, glibe F#{47 /] mmap bR %181

11



KAME
Teache JuEIN?

Tcache WA
TR Chunk ?

KME
Fast BinJuEN?

Fast Bin N
TBUFRFE ) Chunk ?

K/IME
Small BinJGEN?

Small Bin NG
TG Chunk ?

¥4 Fast Bin ") Chunk
N Unsorted Bin

HRHE RN
Small BinFlLarge Bin

/

i} Unsorted Bin

BH R —A™ Chunk

WA
PRI

X} Large Bin WA
W I Chunk ?

SmallEzLarge Binh
A LSRR Chunk ?

Top Chunk
AEMI L AR ?

I sysmallocd KHE

2.5 malloc FJHATIRAR

12

AN I AR LR Ml 45 e X~ E mmap 6 #1%) Chunk 57T |
SCRER I HELE Z A1, A& T4EA] Heap B{ Arena. iXFE[#) Chunk [ size “F Bz M
FURRRFRCE D 1o BRIAIE DL , mmap_threshold 7 X86_64 244 il # ok 128KB. %
EHEEhES2A, B ERR. AUOR R H mmap 73l K Chunk B, mmap_threshold
Hhox HHAAT IS, H R A Z PRI



TE3 [ Fast Bin A1 Small Bin 2 J5 . i JJj Unsorted Bin Z 7, glibc 47— K
malloc_consolidate pRET. 1% %4 77 Fast Bin, J56H A 1A Chunk (G015 n]
HI) HTEE G, WA BT Unsorted Bin Y, DABKSESERIRE AL IF L

FE3k JJ77 Fast Bin. Small Bin 8% 3% Unsorted Bin B 405858 3] T 14 13 £ Bk ny 23
/K] Chunk, glibc A&7 Bl [A], i 25 H A 6 A AR TR RN Chunk £ A Teache
JEiR [l

(2) free

S0EE2EL, WARREEE malloc/malloc.c [ __libe_free fl _int_free W™ R %L
Pl BRI AR AN 2.6,
7E _ libc_free H1, WIS H AR Chunk J& i mmap 4} f# Chunk, glibc 21 H]
munmap R HFE R ARG AW HE R, AT _int_free,
_int_free FIXFELERI L, AT T AT =R
1. g5 Chunk 7% A T Tcache [, Ff H. Tcache A W, EAEHCA Tcache.
2. INS¥% AT Fast Bin {75, A Fast Bin,
3. Sl 5 E AR Chunk &3, X520 5 HIIA A 48E) Chunk &3 A58
B, S Chunk 355 #%4& A Top Chunk, HiE A Unsorted Bin,

2.3 HEHRSEME

M ESCIIBGA AT DAR t, e B AR AR MO8 T oot . 0 FESRTAAIRE
TCRAR I — AR S BI%) Chunk R/, GERIESH SRR I AR SR,
TR B PEREANRR , X L TURRAR 0 W 451> Chunk 22w, X (A5
M A LR DR ] RE S P BUCEAR BN . BEAh, AR A IR 2k A 2
WEWE EAT, HEEBSR R S EGh &5, P e R A R
BRI o

REMS 3 W ORISR AR PP B 5% 32 20A DA T LR

o XL (Double Free) : FEJFAER A free BEHL 17— BIEh &S NAT G XA [A —
BeAFR T free. 7E glibe FYHESCELH, X0l fiE & §2X[F —> Chunk 7£ Bin
EHBEPK

o it (Heap Overflow): FEFAEARIESIAS NAFIN BOA M A& R A TG A, 5
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i

Fm

Y

Himmap 73HC?

KAME -
YN
Teache SSFI? Tcache 75437
ot N
Fast BinJuEA? - Fast Bin
JE—>Chunk -
s
I
fi]— Chunk »| Top Chunk
B, ? N
sz Top Chunk? 3
A— Chunk
SR

K 2.6 free AT AE

R

o

iyl

fm

o

5Jg—> Chunk
&It

A

iy

SRi— Chunk
a9

iy

O 3 TR AN AL E . AE glibe Y, X AT HEZ R EOR AL Chunk
IS A, MTTBEIRFISE Chunk )k N SRR

o BEMUSHEM (Use After Free) : A2/FAEIR ] free B T — BLsh S NAF 5 3Ll
M T IXBNfE. TE glibe 1, X AMRES-FEN Y BT Chunk FERIEETAYBIR .

o fEREREL (Arbitrary Free): F2/7xf—BtdFE malloc S BLi NAFH I T free. 7E
glibc i, XARESFEA BT HERINAFZEA Bin

T Al DA i SR P75 DR St DA R Moy T34 -
o BUHFEH: 54> Chunk BEHMIK .
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o PEHIBENT: XHRER AR free.
o V5PN Y54 Chunk ) size BB prev_size 7B, [1GHEE Pgs R H]
Wr Chunk [ /)N,
o G YLikFE: y5YL Chunk 1) fd. bk. fd_nextsize B{ bk_nextsize 3541, {fif5i4E
PR P Bin PHYICER .
o JSYBRTEAL: {54 Chunk size FEINML=A7. (P, M. N ILFR), 50 M
ari iR A Wr Chunk 2824,
Frig R AN, g R U E R A EBGEFR S A LR 4, il
K DA TE ) TCEART Gy, e S AL A I AL I A 3L 1) 5 a5 S DRI R B 1 5
B Hi

24 EENG

AFE L T GNU/Linux #4F R 40 e BEASOMES:, G045 Linux A% Py
PEBLR BN A NS EREE RN TE I EL Al b A ) 2 AP A B

BTk, ARFOR HOGERET glibe SCHLHES FLAS—ptmalloc2, FFi&E—7T
247 Chunk. Bin. Heap. Arena ZEHE45#) DA M malloc, free ZEHEHE/E .

B, ASCENE T HERMESa Y. B PR T REAAAE RGOS R S RS
{81 1 DA B AT S R S Ay i) 5 7 R 25 ] DA 0k 26 s 1] 52 i 22 Fh ey 9. M
Tl ) R B A S BRI A DLES A FE
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3 HWEMANESTEE
31 MR AR

B—EPHE THEMMESSE, ol T Yo vl AR iy oAb s 94 W
e, PRI RN T QiR DA SIS P bn e in. $E Tk, ARSURSS A 25
D EAWIHERI BTG, IR AR A B9 S vk

3X 25 ANHER 35 T EOR YR how2heap R H U9, Mg SCEEAMINE
4, WIS E A 2005 4R 5] 2022 4F , Horp—20 0 2 T ykhf e B T 3 AR ] . B
IR T AT R He R 3 . PO Le e B 51, RECT AR
Jir ) -

LB DS XMA Y, A LEI. GOT 3+, Vtable %

R BRI G A MGt

2. EAILTRRIH, FEilr-HAF s Bgs Bz sk nl T,

3.1.1 WEEM

XCE R T AU T PR T — AR IR free #2/E. WX —BC &R
T BT free #24E, SEFTRES:8—1> Chunk 7£ Bin 5] IR

MR G malloe $8153X > Chunk, T2 Chunk 73R8 40 A RS
RZ (FRHFE Bin kg —1551H) , X% Chunk F&SCRHS BORE S B il o
HeAh, ARPHIK malloc #4151 [F]—4> Chunk, W<l Chunk BEE, MIiMiE—1
PRI ST ] o X 48 J5 SRR T DA I > il 32 BE R 1t I B 5 A S et

(1) fast bin dup

fast bin dup J&—Fh & B S Fast Bin o OBUCEOREke i 1) 5 15 .

T Chunk il A Fast Bin i}, glibc 2462 % . Bin TS Chunk 2754 T4
BRI Chunk, i fast bin dup 3 3 76 P ORE L Fast Bin Chunk 27 [BPREHL—A>
[F]FE K /NP Fast Bin Chunk 5 85 3% MG A o

XA ) 37 2 58 F]—> Fast Bin Chunk 7 Fast Bin _F455] IR
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(2) fast bin dup consolidate

TEWYORENL Fast Bin Chunk 2 8], Mt £ HITE /L —DMERAY Chunk ({75
Fast Bin il Small Bin # Jo34 5 /2 25K ), M filt & malloc_consolidate PR 3X4~pR
okt E—UORE) Chunk M Fast Bin g HY, #8501 AF] Unsorted Bin H, jXAF:
WLRERS S ad /i SCHE 2 B RCERE ORI

P B¢ [ A 2% 5857 —1> Fast Bin Chunk 7 Fast Bin 4551 IR

(3) tcache dup

tcache dup J&—FP B 1 Tcache Chunk X E R HE TS .

1E glibc > 2.26 JjiA5| AT Tcache, {HFE glibe < 2.29 A H & A AEAT T
Tcache [N BRI A, . A I BELFXT—4> Teache Chunk XUERERUA 2 & A AT A 1)
i,

X AP A 715 2 5 87— Tcache Chunk ¥F Tcache E#f5 | FH IR .

(4) house of kauri

house of kauri?Y J& awarau 7 2020 4E4 H} () —7Fh Tcache Chunk XX EREHHL LT

AR G SCEEAIHE glibe > 2.29 A ) Teache X REUKG AT . house of
kauri 3 1+ f&] BLHBAE M Teache Chunk [ size 7B (38 5 75 21 FH M i 48 T ok 5¢
i) SKSEPL Teache Chunk f¥ X EEREHL .

R 3574 2 52 R]—A> Teache Chunk 7£ Tcache 951 FIWIK .

(5) house of botcake

house of botcake 42 % —Ff Tcache Chunk X BRI H 1Y .

XA I5HE Teache BB REC—¥k H #7 Chunk (Chunk £ A Unsorted Bin),
TE Tcache AR —K H ## Chunk (Chunk <3 A Tcache), X#%, H#¥r Chunk
WAOEREIC T

XFNF] B 2 5 8A]—> Chunk 7£ Tcache |- #1 Unsorted Bin I [R] Bf 8551 H o
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3.1.2  #=HIRRR

PR — P Pk, ARG n] PASE ] free sRARIIZAL, AR
HEA PRI 5 #  f £ Chunk (Fake Chunk) o 53X 7] i £ 52 Fake Chunk
HE%E Bin b, SHZJEigdE—P ol S

(1) house of spirit

house of spirit 4 fff Phantasmal Phantasmagoria 7 fth 3% 44 1 ¢ Malloc Maleficarum)(?!!
A Y — ;- Fake Chunk fill A Fast Bin # 4] A1 475 o

XA I B A i — > A id 1Y Fake Chunk, {344 free i J5#f A Fast Bin,
H1 T glibe %} 1A Fast Bin [ Chunk fi{— 28 ELfli 1) KNI FEAG 2, BRI i
AT BT R AL i Fake Chunk [ K /NRIXS 55772

XA 523 258X Fake Chunk #4542 %] Fast Bin |,

(2) tcache house of spirit

tcache house of spirit &2 Tcache H1[}] house of spirit, 352 Fake Chunk JjjI A
Tcache B F] 4575

FF Chunk fii A Tcache [ tcache_put pREI%A XA chunk St 2 ke £
B THE glibc>2.32 15| Ay Safe-Linking fi: 4 (FF7E)5 SCIHEHIA) - HE Fake
Chunk f{JK/ME teache IR (0x20 - 0x410) , BRI ABRERH LA Teache.

KPR 45 75 4> 3 Fake Chunk #4542 Tcache |,

3.1.3 KM

15 R/ NEAEFE ] Chunk /Y size Hl prev_size 7B, i1l # /7 2 i th 4 Bk 3
{HA5a5 T glibe H 2y 14 i 25 18] A F R U — MRRIAIL ] , X Bt 8 = X A
xS

1t glibe (YHESC I, P> Chunk A I B IR 2 W) BAHSRRY , 824 A W DARE
B 1Y prev_size S BUA# B I ER TR/ o X2 A B 1) prev_size FE HATE A H%
RIS A B . XL R Chunk A W] DAELED7 I AE I B 1) prev_size
FB, MG MH., WURAEEN B 1Y size FB, WHFEAE At
HlE A i (off-by-one) BT,
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AR —A> Chunk (20352 M4 Chunk) AYR/IMICEEH, HEA BRERREAE R
FIr Chunk Z [AJAALE KA, LSBT il Chunk &, R0 REkEMLE
Huhk 5 ARIRCR -

(1) overlapping chunks

overlapping chunks & Francois Goichon 7£ 2015 4EHiik g 22, & i i
BERY size FBORAE Chunk &M H715

24 =4~ Chunk A, B I C YJRAHERET, 42k B Bokei, H H A i th 3] B 1) size
FEr, (HHASK, HR4 Rk malloc 5]/ Chunk D e 5 C &S, £ D MRS
BAETTRES S ECT C S .

XA 3 2 580 Chunk B & .

(2) mmap overlapping chunks

mmap overlapping chunks 2 Hj Maxwell Dulin #% #1912, & 2 mmap Ji 457
overlapping chunks,

5 overlapping chunks H1{#3%3# Chunk A [E], Mmap Chunk E.A5 A [a] i) N 3B 45
M, PR Rs B AN [ ) /3% . Mmap Chunk £ prev_size Fll size FFE¢ . size iR
Chunk f#)2R/]N, prev_size 7R Chunk 42125 H] (1T BTN 5745 5 R 27 A —
LSR5 0] ) o

R A F B ZALBH M Mmap Chunk, A 1y size B{ prev_size 7 Brfiiit
PR ARG AR, IR A B #ERFRUAIEZE N AZZST8] (munmap bR ICRFAR S
prev_size + size HHf i LR NAFIRES XN o TRk, AR L — KRRy
Mmap Chunk C, NI 5 B H.

AR 4563 22 520 Chunk H 5.
(3) poison null byte (Shrink Free Chunk K )

poison null byte (Shrink Free Chunk Jfit4%) 42 Hi Francois Goichon 7£ 2015 4£
PP, 3R Pl off-by-null % Hiok T8 Chunk &8 14575

off-by-null J2H5KF—4> 0x00 =75 i th B A2 Ab o X P i 7 22 T 1E%L
HARRE \O GRFAFI, A I O 801 .«
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Shrink Free Chunk 7 & 22 R HeddE, Hom AR 3.1.024

A B e} YIEIRES
A B c BRI
) R o AWHEFIB, 4887 BRI
IXHEE T IER T i prev_size FEL

—

sl
A B1 B2 6} TEECR B A ERE 1 HNET Chunk
A B1 B2 c B1#RIK
A Bl + C B2 CHIREH, ERERMI BEIEAL T — 4K Chunk
4 B2 FRRHIBEEIN Chunk 255 B2 B &

K 3.1 Shrink Free Chunk ¥} &

. B HEC= Chunk A. B 1 C (F£Ziy% A Unsorted Bin, [X-A Fast Bin I
Tcache H1 1) Chunk A< 4% ) .

. SRJGREIL B

R A AN 0x00 5% S B 1Y) size FERARFIVES, M4 T40/)
T B 1 size.

. 7EB BEFSMAC T B1 A1 B2, MeHf, C 1Y prev_size Wiz HT, (Hbr FH
R HEE PSR AN B2 HI C Z [ 2SR B

- BEORRE B,

- R Co B C A BB prev_size L E A (i B1) C&%W
T, TREHAH, 74T 4 B+C 23 Chunk. X425 Chunk i
EATEAE ) B2,

. ZEZ5IH Chunk b3 Fl— MK Chunk, BHFF5 B2 B,

AR 453 22 520 Chunk H 5.
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(4) house of force

house of force . 27F (Malloc Maleficarumy?!! tp i i1y, & 2—FP S Top
Chunk [¥] size, #ii malloc 1% [FI{E 1515 .

24 Top Chunk [f) size i ti~hy -1 (OxfEEFEFFFEFAFACey) I, &0 6 &8 A~ K 40
HkZsa] . anSR M T Wb Hiie & malloc(request_size) , W] DA~ —K malloc (1)1
[tk >y k25 () N AR AR X T Y KRBEAE T request_size FHH. B
request_size, {115 malloc i& [n| Wiy # A A (E, 72 A8 H A7 E 5 Top Chunk
QNS

P A 167 25 530 malloc 3% 148 & HI{E.

3.1.4  SRHER

15 e8EH) H AR 2 Chunk 1E Bin B GEI 985454, 7E Fast Bin #l Tcache
i fd, FF Unsorted Bin £ Small Bin H/& fd 1 bk, 7F Large Bin H1J2& fd. bk,
fd_nextsize A/ bk_nextsize.,

X} Chunk Hx 865 B i 75 Y 2 SR 38 i RS A B0 (428t w] DAE
Hedis ) o XA H Y Chunk T, BERIREMEM T EREHRE 2 H .

BeI5 BRI AR A R MW Bin P RS HICE . ek A
Bt FYA FE 202 4 1 Fake Chunk §5#2%| Bin |, [F]IHH ] DASE B — 2L HABAY
HH.

(1) fast bin dup into stack

X R A O AR A fast bin attack, ‘B2 14 1% 24 Fast Bin # Chunk (9 fd
$841F Fake Chunk ¥5 /i 2| Fast Bin HP 3715,

SR agfg sl Fast Bin _bpg— >R Chunk, # i3 #4157% Chunk 19 fd 84t
¥5 1] Fake Chunk, 7] DA Fake Chunk #5/1%| Fast Bin H1, & | %¢id glibe £ Fast
Bin FFIKGET, FHEORS.0¥E0T Fake Chunk [t K/,

H glibc IitAs 2.32 FF45, 51 AT Safe-Linking 52, (45X Fhde 754815+ 43- A
MEo ST SCRFEAN IR A A SE B

XA 3275 25 580 Fake Chunk 4% 3] Fast Bin 1,
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(2) tcache poisoning

tcache poisoning &4k Tcache H1 Chunk [ next $54%1 Fake Chunk ¥ 5|
Tcache H11)$715 .,

Tcache - AR XFH A1) Chunk R 2Ry, Wit R 2R3> Teache Chunk
i next $8445 [1]—> Fake Chunk, #iA]PAKFENA Tcache, [@]fFf#h, Safe-Linking
A AR A X A 7 A2 A5 R X

XA I 37 2 55 Fake Chunk #5%4% %] Tcache H1.

(3) house of lore

house of lore 12 «Malloc Maleficarum)®! —34 . 91, B 245 Small
Bin Chunk £ Large Bin Chunk [ bk 84175 44 Al Fake Chunk £54%3#% 15, {H & Large
Bin SCBLY AL (#45F house of lore ff) Large Bin iASKRAL 7o L, By Hihig H:
Small Bin fi4s, 17 H: Large Bin AR 2 & B T T SCHY large bin attack .

5 Fast Bin fil Tcache A [a], Small Bin 42 LIFO [ 555, glibc £ M Small
Bin {19 FE#REH Chunk, Ff-R#H i Chunk [#) bk $§ [\ Chunk £%#:7F Small Bin 1)
B, XEWE, WIHEARE Fake Chunk fil A Small Bin, M6 H4%#%] Small Bin
Chunk ) bk $5%t L.

17T glibe XXX ) SR AARMERAT TH A, Bulid RS A A Gy 4
. HARORUE, FFEA{R Chunk —bk —fd 55T Chunk AL, 5 1 Zid ik,
Wit 75 ¥ Fake Chunk ) fd 3§ 7] Small Bin Chunk, XMW #E 75 Z3R15 0 1Y
Hihto SR, HSEE S A T ASLR MU, RSN BT & O MERE

AR 4567 25 52 Fake Chunk #4#4% % Small Bin 1.,

(4) unsorted bin attack

unsorted bin attack J2 %4 Unsorted Bin Chunk Y] bk #8541, % Fake Chunk Jjji A
Unsorted Bin ¥ 715,

5 Small Bin Z511), ZLAE6 Fake Chunk fjl A Unsorted Bin, FFZi8—> Un-
sorted Bin Chunk [#] bk 54135 Fake Chunk,

BEBFE W — A2, 24 Unsorted Bin Chunk #¢ {4 B}, Chunk—bk —fd &%
oA Unsorted Bin 53K gHiAE . 405 Chunk—bk 2% 1Y Fake Chunk, X
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% Fake Chunk —fd 40624 S >4 Unsorted Bin #4331 bl . 33X 0] DA FH 2k 52
ARSI S A EH. BARTBGHEARER S ARE, HXR A M. —
AN L Bl P A BIE S — DRORME (Unsorted Bin g Kk #bhk o] DAF A —
ANREEH) , AR LB F . mH, 5AREHE P — 4k,
Wt B AT A B SR 55 05— N84, TS Bt 25 i i AR .

H glibc A 2.28 5] A H) Unsorted Bin X nj4% A %0 A (Chunk —bk —fd
= Chunk) {53255 1 SEEAL 75 R -

XA 457 2 32 Fake Chunk #5545 Unsorted Bin H, [f] I} if & 2T
HHHEE AT EE .

(5) large bin attack (Smaller Chunk K )

large bin attack (Smaller Chunk fiix) #&f& & Unsorted Bin Chunk ] bk 5% F1
bk_nextsize 55, SCHUERHINE T ASREME BT«

AR B R Z, Be— Large Bin 1 Chunk ({234 Controlled
Chunk) FJ bk F1 bk_nextsize f&5t, MENT BT8P Hirdbhk . REHS—D
Chunk (i Yfi Victim Chunk) JlIA [i]—4> Large Bin, Victim Chunk #f A Large
Bin XU iR, SR B EAE, SEXHAHARMIEWS A Victim Chunk
k. XA AR Large Bin BUSREFEHNIZIR, A HAERIE 4.

TR “Smaller Chunk A" $5§1) & Controlled Chunk Lt J5ll A Large Bin 5|
AR AM AT Vietim Chunk /), [A24 Large Bin ##) Chunk 52 MR EI/INIERF 7
Controlled Chunk 5 Victim Chunk fAHXf /N2 glibe BATERAR, 51 AA A
iUER iR

XAH T 2 SEUEEIES A8 2 H. (HE glibe A 2.30 5] AR Large
Bin X [ A5 R A4 A Smaller Chunk % ) large bin attack /S F-A] BE

(6) large bin attack (Larger Chunk R)
large bin attack (Larger Chunk fi}t ) 2 Controlled Chunk H, Victim Chunk K 1] large
bin attack, HTFHATEEIERIARE], XAHAH large bin attack H fEf& L Controlled

Chunk {9 bk 8%, MIRF—"H ¥ B Sk Victim Chunk fiiht . (HiziA7%4e
N1 large bin attack £ 4> (glibc 4~ 2.37) {hRBE .
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DRI 57 2 S EUE B S AR E (.

(7) tcache stashing unlink attack

tcache stashing unlink attack &£ ] Small Bin iy H % Fake Chunk %% A Tacche
IUEF P

malloc H1 PR % A& RY Small Bin Chunk B, glibc 24 Small Bin H 3| 43 Y
Chunk it A Tcache., XAN$5 5520 5 K Fake Chunk Jill A Tcache., I3l 44
¥ Fake Chunk %%4%%/] Small Bin Chunk ) bk #§4t I, #AJ5fit% Small Bin Chunk %
A Tcache,

{EAEFE M E, fFF Small Bin Chunk #% A Tcache 118 1< Small Bin
Chunk —bk —fd &y Small Bin fE4 L ftahk . 32X N REIR ML RIS ASEE WA
HIRCR .

BB FH 375 2 58 Fake Chunk Jill A Tcache , #1823 8UEZHIIEE A T8 E(H.

(8) fast bin reverse into tcache

fast bin reverse into tcache & Fast Bin it 45 [¥] tcache stashing unlink attack, /&
I F Fast Bin iy 14 Fake Chunk %% A Tache FJ$H715.

malloc H PUJE 2| £4& 1Y) Fast Bin Chunk [}, glibc 228 Fast Bin H1 %8 4% /) Chunk
A Tcache, T Fake Chunk %43 %) Fast Bin Chunk [y fd #8541 I, SRJ5f%
FARTHE, BEERF Fake Chunk f% A Tcache,

T Fake Chunk 7 A Tcache SL#FH}, 4% 3 Fake Chunk [ next #5445
—~ Tcache Chunk. [ izl 15 WA T RIS A8 & WA IR .

XA 523 22 52 Fake Chunk fil A Teache, i & BT HINEE AHE E(E.

(9) house of rabbit

house of rabbit - 2017 452 1 ) 2 B—Fh2 Bl T house of force, {HILEE
2 Top Chunk FJR/]S, 128 i 5% H2 Fake Chunk ST ) A 125 o

Wi ##F Fake Chunk [ size & OxfFFFEFFFACeeee (H&> kg 4blithik- 23[Rl k)
SR JFHLIM—> Fast Bin Chunk {1 fd $41, {#i 451 Fake Chunk. $% T 3ffli% mal-
loc_consolidate, *f Fake Chunk % A # J5—]~ Large Bin (i% Large Bin #* Chunk ]
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K/NERIA 0x20000 BITERRK) o x5, HiE malloc(request_size), #nI AT IK
malloc [t [m] ik Syt 2 o] P R4 A
£ house of force fHLY, XFhI7 LA T ZHIE Top Chunk [l (Hi T ASLR
B, SEFERAMERAS ), HFFESNTE Fake Chunk (bl B W] 143 request_size.
XA 52 15 2 S8 malloc 3R 8145 42 A -

(10) house of gods

house of gods /& Milo 7 2022 4E4 th (¥ —Fh B e F I B35 200, el LA
I, BRI R AR AXE . B2 —Fh4 i Fake Arena Hy$¢77 .

HEAN I 4 house of gods [WF R LR RERIE. Mgz, XMW
AT PATR R

1. ¥ Arena Z5¥ 04— Fake Chunk ({Ei% 14 Arena Chunk), 144K Un-
sorted Bin Chunk [] bk 541+ Arena Chunk il A Unsorted Bin.,

2. M Unsorted Bin H143fiff5:3] Arena Chunk, & HE P next 354t (IE& ML
NI —ANT ) Arena) 5[ Fake Arena.

3. i1 malloc PR KAE M arena_get_retry pREL, fiIZEFEZZIA next fi¢
ARHCAT 1Y) Arena, iXHE, Fake Arena g #i4/En] I Arena f2 {25 2%
.

XTGP EO Arena (UIFF . H1T Arena @i RIGHELEHY , 018 T A H
L5, PAIl— H. house of gods SEHi /82, Bl FFHRAFA 5 KAYRE ) o

3.15  SRIREM

bri& g Chunk H size FERIIR=ANHRE, B4 a2 P HCEE (W7 BEAH 4B il
—/> Chunk ;225 0R] ). M HAF (2477 Chunk J275 i mmap 73HL) PAK N HCARR (24
Hil Chunk Jg 75 J& T T AR Arena). {5 YhRb AL BGE T4 F 258 1 off-by-one
S, i — T E A R LA R R > Chunk BBRE(.

XF P HCRFAY TS GeE i R iR R e B, (EHOAN S Chunk AHQBAY_E—A>
Chunk 2L TS RPRES, WILABEEHF. X N HORRRTS Gl i 5154 Chunk HEA Dhik
(¥ Arena. {HH A LIS EA R BERXT M HURRUEA 5 Gty A 535
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(1) unsafe unlink

unsafe unlink J&—/NifT T - FZAFE W EMMER ik B Fi i %} Fake
Chunk fjlt % unlink SEHUT RIS AT,

M3, unsafe_unlink i &3 15 off-by-null Jg 6 AH4E T —4> Chunk /) P
WIS, SRJRE 4 T Chunk f50H: BE 53— 4> Fake Chunk, 30, 787K/
Chunk B}, Fake Chunk gt Ky SN, FFdATIE M &3 fEEm&H
AR, WA IERY Chunk F53EM JERIY Bin 4% FAK, XNMRAE unlink 5851
L. unlink pRELS AT HERFGE AT AN 4545 -

1 Chunk->fd->bk = Chunk->bk
2 Chunk->bk->fd = Chunk->fd

SR, AE unlink pREH, glibe LKA ERAA RN, B Chunk —fd —bk =
Chunk ] Chunk —bk —fd = Chunk. ;#7524 04 1E Fake Chunk [ fd 1 bk
REF, (EHAE R Ll BSS B BB AR PAGE I BESA R A
ABREMS A unlink 4 EHAE S IUT EHIEE ARRCR .
XA 2 P EAE B AR

(2) poison null byte (Unlink Fake Chunk Jiff)

poison null byte (Unlink Fake Chunk it ) 5 unsafe_unlink 43430, A FEH 2,
unsafe_unlink ) F £ X4 1 545 Chunk Sk Z8 50 4% 25 M EE, 1 Unlink Fake
Chunk {if H H X M3 KGO Chunk £81d . %75 i@ 1%} Fake Chunk fiii 4 unlink 52
P Chunk HERRCR

fi] B R 13, Unlink Fake Chunk Z055 ) F T M Large Bin HHHH Chunk i fd_nextsize
F bk_nextsize AN 2917 25 AL « WA AE Chunk B9 dE BGE G637 #2) 1 Fake Chunk,
H82, td_nextsize Fl bk_nextsize 15 44T Fake Chunk ¥ fd #1 bk . B . B H =
A~ Chunk 7£ Large Bin A& 4B T, #E 7T PAfiFS Fake Chunk —fd —bk =
Fake Chunk H. Fake Chunk —bk —fd = Fake Chunk.

TG RGN AT , Bt R ] off-by-null i $5AH4E T —1> Chunk
) P HRHEZS, MMl Fake Chunk F unlink #4f. X4, Fake Chunk &9
FH3]—K Chunk #. "F¥K malloc 43Fit #5339 Chunk 1 §E £ A1 Fake Chunk &,
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Xy 2 572 Chunk B,

(3) house of einherjar

house of einherjar F st4g3 7E 2016 4E#E 4 27), house of einherjar # 2{54% P [t
R R Z RS, (BB ST Top Chunk 484, (H45 ) Fake Chunk.

24—~ Chunk BRI, & 56475 10 G- AT R0 & . 412X 1> Chunk
Hil [5] 5474 Top Chunk, B3 2 Hl Top Chunk &7f . USRI BEGS (] off-by-null
il 1 25 1% 4> Chunk 1) P HUEE, SEHGAHE R AT BGR S IRRE, 8456
Kt

WAL B prev_size HR/N, (5 )5 1) & F MRS Chunk &9 2 e 44 1 1Y
Fake Chunk {78, S5 E8% Fake Chunk &7 A Top Chunk 1, XFE, F—Ik
AT malloc I, #t< ik v Fake Chunk.,

DX Ah 75 AT PASEL malloc 3% [81 48 2 HIAE .

(4) house of mind fast bin

house of mind %% Hj Phantasmal Phantasmagoria 7F {Malloc Maleficarumy?!!
i, EEGEECERTEEH . KA R A
Maxwell Dulin 7£ 2021 4E$2 1119 28, &2 —F52% N H4, fif Chunk 3 A Fake
Arena HYF 35275

TERFF R —F T, E 4 4 1d Heap Hil Arena YZZTJ5 3. heap_info £5#4) &
TEWAFH 0x4000000 [ F5EAL , TTE S Arena Chunk NI FHAIG 26 AL kAR
HY heap_info,

house of mind fast bin 4 5G1h5% heap_info ZE{Ak, @i HAEmIGHERAEG A
i H Rt bk pt i (BSOIR AT —1> Fake Arena) . #RJ5 1o W 45 05 VARF DOt Y
heap_info 544 BT W17+ -5 0x4000000 X 55147 B . &, FH off-by-one i
Rf—~ Chunk ) N LEER5 Y 1, HREZ Chunk, B2/ Fake Arena 7] Fast
Bin #1, [, HArbhl (Fake Arena %) Fast Bin £5324b) 5445 A Chunk [
HE

USSR &SGR b RE PN (< HK £

house of mind fast bin, & H
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32 HEF R

WL LA BT, CZ T AR HER B 5 X5 A5 387 AR RO ST % . FAT
ke B IR — SE R I 850 7y, X 284 Al fiE 3 2L Fake Chunk #8582 Chunk 5
o EMLEME, XA R ARH RGN . — RSB N Bk
W27 E H Chunk B HA SR, BIAIZEHIRSFSdates . Ba, 5
W BGLZ AT SE BT S, ASCHRH T A B A A

321 EAXEHR
N RHRZA R S, e AR A . XS R E A

SR R AT I ARTE, R R B RE M E P FEAR SO IESE R, A
[ SR

(1) iR

il (Vulnerability) @27 H MBI R, E 0T REFEORTER %42 1)

I
(2) FARE

A TG (Exploit Primitive) J& X0y 2 St A ] 091 A R A A BE Sy . —
Lo LR A ISR AR . RN . R R B A

(3) FRHTIy

MH$% (Exploit Technique) J&— ] SEAZ i AT M SRS, 48—
R A P DA e S o — TR TR A D, g i v R P D o B il D B
Ko ARSCHT— 5 P A2 S0 MR A 527 o

(4) FRAR

AR (Exploit Flow) 22— Z 5 A 5T, E IS BRI 46 F ] s
K, —HHPEAEE R, RARB| U H AR

28



322 FAEE

BT ESIHER R IR, eI A A Th A RS . HE A
BB %A [ AR UE , Tnsu Yun Z57EA AT S22 1) b St fl ] i) Mk s TR A 2l
T DU AR AR Y R B . SR, BT AR A B2 A R S
FF, TR A BRI S B W E SRR A M. B, A SR LA
R T R TR E . TR B R R RS, DA G A
W e 3 e
(1) VIREE

oA HER] R EEANZE 3.1 FroR .
®31 HIREFEE

WIS 84

DOUBLE-FREE (DF) St 7]~ Chunk 18 B 7K free
USE-AFTER-FREE (UAF) BE—AE LB Chunk
OVERFLOW (OF) Jai £ dE 2 HE Chunk
ARBITRARY-FREE (AF) free T & ik

HEAP-ADDRESS-LEAK (HAL)  3RZ0HE iy ht

Hrf OVERFLOW J5EiE THWA T IR, W 3.2,

% 3.2 OVERFLOW HFEiE

IR s

OFF-BY-ONE (01) %5 H— AN B 4K Chunk
OFF-BY-NULL (OIN) 11— 0x00 5 %445 Chunk

REFAGOT X -EMRIRTE b RE i A, BRI a2
7t

(2) HREFEE

TR PR RN 3.3 B
REFAFOUY, HRIFTERRIR IR, 2R 5 Bt e 22 5K
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*®33 HEFE

PR 84
CHUNK-LINKED-TWICE (CLT) [~} Chunk 7£ Bin %5 Fl Bk
FAKE-CHUNK-LINKED (FCL)  fhi¥5#) Fake Chunk %/ A Bin
CHUNK-OVERLAPPING (CO) Wi/~ Chunk E&
ARENA-HIJACKING (AH) AR P75 Arena
MALLOC-HIJACKING (MH) ¥t malloc f#)3% [F{H

(3) BRIFIE

% 3.4 MR PRI
*34 SRRE

s &
WRITE-WHAT-WHERE (3W)  [i{E itk G iE 2%
WRITE-WHERE (2W) AT BRI G ENE

1o 0 DT HE M) BB SR R0 B0k S0y, T DA DA 2 i s s B R 245 ek v
A

FIRRIGRFE . PR B R PR TEAE TR BERIM ] B AR AP AR U A
F, HENZEPFAZ R RRRIRIMET 9. PRSI b b, TEHER
MRy R, BATZ A AT A R, X T e F i 4 H 1

323 HEMAKD

A 2 15 & — ol — A S i 564k 73— AR R SR . A SCE SR T
25 BRI TG, 3X B0 T 30 5 T B R A L S A A R S IR I B ACR
XSRS R A JE 0, A E TR R B o AR SCHE S A 3R AR AL A
R T SR BT DA R s A S St A
1. M35 B 24 0] AT B0 43 BT 2 /NS PR, I DA TR0 R TG 2
1o XM Ut BENS A IRl B H ) malloc, A5 malloc 1B H50RT PA
SRR AR REASHLAT T ] free.
2. Wi B4 ] DATE AR A IR S AT S . X RRE A R e 4
A FL A A
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B T AE A, AR BT B RO H e S AT R BT RN BUER . B
eI 45 T5 R A T MO P 1 P D R S i A R AR 1 R R

PARISCHIAR ) overlapping chunks i, Bil i SLek F—> Chunk [ size F-B¢
et i Chunk &, FM R4~ Chunk [ size =Bl #7521 off-by-one il ,
EREHESER )& Chunk B & . [t overlapping chunks 4 )5t i /& OF F-BY-ONE,
g5 515 & CHUNK-OVERLAPPING . {3 XA /RBITT AR H, FH EE AR 4
ok AR RO TR S, RE B A 407y B e . 30T R iR
LRt Fe A =P R SR

AR T B 25 AR B0 RO RN 25 R 50, Ak 3.5 k.

x 3.5 HAABAELHNIRIE
WER 25 R SR G
fast bin dup DF CLT
fast bin dup consolidate DF CLT
tcache dup DF CLT
house of kauri (OF/01)&DF CLT
house of botcake DF CLT
house of spirit AF FCL
tcache house of spirit AF FCL
overlapping chunks 0l co
mmap overlapping chunks OF co
poison null byte (Shrink Free Chunk }ift) OIN co
house of force (OF/UAF)&HAL MH&3W
fast bin dup into stack OF/UAF FCL
tcache poisoning OF/UAF FCL
house of lore (OF/UAF)&HAL FCL
unsorted bin attack OF/UAF FCL&2W&HAL
large bin attack (Smaller Chunk Ji7 ) OF/UAF 2W&HAL
large bin attack (Larger Chunk iz ) OF/UAF 2W&HAL
tcache stashing unlink attack OF/UAF FCL&2W&HAL
fast bin reverse into tcache OF/UAF FCL&2W&HAL
house of rabbit OF/UAF MH&3W
house of gods (OF/ UAF)&HAL AH
unsafe unlink OIN 3w
poison null byte (Unlink Fake Chunk fift) OIN co
house of einherjar OIN&HAL MH
house of mind fast bin OF&HAL 2w
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324 AR
(1) RIEMES

JEE 2 6] i 96 R IT AR A ST, — LR J5E AT AR 28 5 Hu Ak R o) —
JFiE

B, RS E A4 CHUNK-LINKED-TWICE [ J5iE, B34 Chunk ¢
Bin BRG] THIK . IBA QIR I PGl i malloc 875X~ Chunk, (1%
Chunk 588 R EREHCIRAS (BATE Bin i —4351 1), %HiZ Chunk &L
¥4 7=H: USE-AFTER-FREE J&iE:,

$R1fii, CHUNK-LINKED-TWICE JEiE R X A5 USE-AFTER-FREE [ iER)|%
2, \ CHUNK-LINKED-TWICE %| USE-AFTER-FREE [{j¥ft 5§ H G150 USE-AFTER-
FREE ¥ CHUNK-LINKED-TWICE 3.5 . X5 i 2 [0 i 40 & % RPRh L ih 1 40

.

Gt A, ARSCERT 10 AR SR SRS £ R, B ATAN 3.6 7
o BORHES KRR RN IR &, A — 2 PRI T
dif

*®36 FRIEHESXR

Vi Wt & btits

CHUNK-LINKED-TWICE  MALLOC-HIJACKING
CHUNK-LINKED-TWICE USE-AFTER-FREE
CHUNK-LINKED-TWICE CHUNK-OVERLAPPING
FAKE-CHUNK-LINKED MALLOC-HIJACKING
FAKE-CHUNK-LINKED  HEAP-ADDRESS-LEAK
OVERFLOW OFF-BY-ONE
OFF-BY-ONE OFF-BY-NULL
CHUNK-OVERLAPPING  HEAP-ADDRESS-LEAK
AREAN-HIJACKING MALLOC-HIJACKING
AREAN-HIJACKING HEAP-ADDRESS-LEAK

(2) RIBHIAR

WAGEEER], F23.5 v, FLBHER 52 R ZE R T2 e A B i HOR
JEiE, DA fast bin dup S, AR5 68— CHUNK-LINKED-TWICE 5

32



15, 1l CHUNK-LINKED-TWICE 515254 USE-AFTER-FREE Ji1E:, XA /& 55
Jifi, fast bin duo into stack $715 i) . K, fast bin dup FEf% A fast bin dup into
stack 45K it B 1 25 17F

AT DA AR J7 20 CAERY - Bk /NI R A, ddd— R SR 35
T3 %4 il 3 S ik () R D0, ek BB H o AL I ) T 5 5 AN AAS A 3t M
FURR TS, WA m %5 E WRITE-WHAT-WHERE F| WRITE-WHERE 23 Fil 7] DA
ARSI R R . — R B A EBIR 2 . B SRR AR A
PAZAFIIZFT shellcode 5L shell FIRCR . ik B MCE Fg 245 A (0 B3 1T ASMTY)
HARA 5. Bilan, anRYc 3 il A 45 7 —4 WRITE-WHAT-WHERE
JEIE, AR DA Z RS GOT 3%, PAAR72173] shellcode Iy i) X Ik .

3.3 ZEKEI/IIEG

AT E Ik IS MR I FHAE T 25 AR S5 P, 35X S BRI
PR RCER . IR, 19N 5 PR AT s e bp L

Ll iXBeTE, B4 T RAXTHER] ] Ay St A AR AR . (HUZ, HER
PR FRLN . AT, BTSSR A REOMSE R A T I 5. T2, A
SCHR T HER T R TR

A A il AT S R S5 2 A A AL A A 20 Bl i T A
Tl AR RE AR SR B . — U5 B AR A T ARG ) 1 5, SRIBCRIR JTE, LRl
MEZ IS, PABEIBEE H o XA~ Rl e e i A

ARIGEREE T HEM M R IEE, HHRI T S MIZURIE . S AP RURER 2 4
FRIEE, DARENZ ARG SIS R AR Ah, ASGAEEPL T 25 R 3%
IO HRIAN S R0 . O H B SR T A4y
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4 HEREYLH

il — B 2 R A O HLEL S O A0 T TR e, et K B S id HE
RS R R AT . Kb b, BEBCAPLHIA BT, I R B PAE R B
B, AR ) P AR T i S Y R B A o FE LS R D, A7 PR
BELIESEM A L, BT A SeEd TR . AT X L2 ALl 2 A T
WER, P e iE B R G Pl A AR BRI LA, DA glibe BFTICA (2.37) f
BT 42 PHEL S

X 42 YRR A R AR 5 38 BIERUCERE . RS G R, By IhaL
SRS DR e BT ] BT B . S AT — R AR B Y S P TR X A
X 4.1 .

x4l WEFEEREVEWXINKER

Yoili T4 glibe 1373 i e
XU RETR FEL IR AR T
FERE TR MRS
IEE NN By 1 BRI
TORREER INERUREESR . 0 B R
15 PR ENL By 1R EER ]

ARSCRHHAN X 5 R R E ) —RIETE, H ik — S AR BT DABIRE
NT IR ES S, 58N 42 - et fEb s A PEEpd.

4.1 BRAFERFYLE

BARERIER LTI T Z 8 I NAF BRI PLE, X EEPLHIHF AR % 1T
SR A T A28, AREATA RO T B Mol e . X e UL A
FORTAL L

4.1.1 ASLR Huit == 8170 BBEHL4L

ASLR JEBAE RGN — PRI ILE], S TER R ERRIZ AT 1 R TP & N AF R
AR AN AT 0, AT {8555 33K b1k 5 B i ) SE e LA
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£ GNU/Linux 1, JEFEAYHEX AT mmap KHERERINH I T HbhEREALIL (WL 2.1
) o IXAEARAGHE F A AR A5 R X -

4.12  NX AATHATL

NX (@ WA R — R, HF B af AT AU AU af P T Rdis X . i
FERR PP 53 XA NX B AN ATAAT AT DART L s 7R R DA 3 A s 1 e )
HI5E-

f£ GNU/Linux o, HAREFRIREE R T HATHY, HARREEEE . BRI
A ANFRATI . X TR JIE M HE LT shellcode <77 AURY .

4.1.3 RELRO EEHIHIE

RELRO & GNU/Linux HRHA BIPRIFALE] . 7 ELF o] $047 53X, 4 .dynamic,
.got, .plt FFHFTINBeR B E LK BL, Hor I ST 1 e SO 5 7 GOT
F. RELRO HLHIRF 7 AL B B o Kt ARG 1k B % SER it ok 250 i it
A IR PR . X HEA B i, X RAE A e 202 GOT £iy )53k
AFAFT

42 FHIEXWERE

KIPLAK, S THRITHERITERE, glibe A5 I AGRA ST BT I XSCERE R A HE i -
X B — R PERY VR R R e iR A Byt B R A P AT B AR P AT A,
HHEEHE AR, BRAHPILESL. B glibe 2.29 A, HAFBARIT 28N
Teache 5IA 7ML, n] ASKCHA 0B 1E 41X Teache (XU RELIGE -

421 —MERH=E

—> Chunk #RE A =Fh % 10):
1. # A Fast Bin 8% Tcache Z:2¢ 1 Bin,
2. HHFI M5 AH48RY Chunk &7 .
3. L&, EHPEHEA Unsorted Bin,
XFF Fast Bin i 5 , 724450 Chunk A A}, glibe 2468 B /& 4355 T Fast
Bin [k Chunk. X A7 11 ELEREHRL R —3k Fast Bin Chunk.
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XA ) Chunk T &, glibe H 25 A £ Chunk /275 5 Top Chunk H7&.
X AEFH 1A 9 A Top Chunk /%5 [ Chunk 4 X EREL .

X IIEEFFH Chunk 175, BEREHAGAIER R H. glibc HFRRA H A B
FHARHY R —/> Chunk /¥ P ILERE R 0.

422 Tcache B key #1l
M glibc 2.26 fiiA<5| A Tcache H15, — .2 glibc 2.28 Jift4s, *fF Tcache 1AL

FERECAR B AL G i . 281, 7E glibe 2.29 1, glibe iy Teache Chunk £5H4 {4
SIANT =8B, 1B I SCE R

1 typedef struct tcache_entry

2 A

3 struct tcache_entry *next;

4 /* This field exists to detect double frees. */
5 struct tcache_perthread_struct xkey;

6 } tcache_entry;

XA H key BB eFE Chunk M Tcache B i #A NULL, [fifE Chunk i
A Tcache Iit45 [a] £ B2 1) tcache_perthread_struct 544 {4, #LF|FRriH Chunk {Ei% 2
1) Tcache HH A1 -

#3UCRF Chunk fill A Teache Z R, glibc #2x46:# Chunk i) key 7B, HE MR
EEF Y T LR ALY tcache_perthread_struct Hidik. AN5RAHZE, MWPEAAIX ) Chunk £ 4
1 Teache AR T, B2 BONEREIIHY -

XA A BL R BRSO R, EARA SR )7 . B SCEE ) house of botcake
W —F 7k, 'BFF Teache Chunk SRt A Teache , FRUCREIEA Unsorted
Bin, ARG Hds .

43 WRSHAE

PR W FA T B RELE N AR P XL Ak T free. {HXFT free bR
s, BNz AR ZEEH malloc 3z [ HEEHAE NS E. BREFFIR malloc )
AR 2 RAR K A PERETFAY, TRIUE glibe FEAFT A AM. RGN, Bkt
free. munmap il realloc 25 pR B S BIEAT T HAS B A BRIEAG A
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2404 1),, “free(): invalid pointer” K& G2 free S EUEE & 16 T35
. BISCCEHEH], FrAh glibe 20BCH Chunk, H/NFIHIHEET I 16 7474 55 1) .
X FEAGAE BARANE 7557, ABATISRAR R M 1 The 3 A v

B T XS ASY, glibe i A AL BORE Y Chunk HyHAH &R 5 Chunk /2
A X EEWRE YU 35 7 2 7R Fake Chunk (1] f5 141 — 444 B i) Chunk,
M E—2B B R T B AL

4.4 BriEEB KN

Chunk ) K/ NFIAR G ER A AE size. prev_size I PF B, (HIX A FELAN
WA Wi th, PAECT glibe FEMIE AT 12 M4 .

Horp i 2 i) /@& — %51 “corrupted size vs. prev_size” f#r, ‘B T — M
AR, BIFG A Chunk [ size " Brae 555 T W) BEAHAR Y T —> Chunk [) prev_size
FEB, ZEE R EE &AL, 3 unlink PB4, malloc_consolidate pR%{. Un-
sorted Bin i [Jj 45 .

A, ZEfBk house of force JEAEAY A A1 2K Chunk [ R/NER-1, ATl
Chunk £ {584~ X86_64 il 2s[H]. Ak, glibe 5] AT % Chunk K/l
AR, HE5K Chunk BRV/IME [2 * sizeof (size_t), system_mem] X[f]. HAjL 5t
72 Chunk [y f/NRUIN, R FE HER) B AT -

Xf Chunk /NP AEAG AT 2 PRMERY , 48 3 L BEVEA T — SE AR ) S BRI A
. HEMEREMARYS, BT AH Chunk 35— AR, ik 20 A5 2%
ZAER.

4.5 MEXREgER

TG YRR MGEE IFE R M LGE T34, glibe HILGIAT 16 Madr, Hrf
10 2414} Unsorted Bin, Small Bin, Large Bin 5 X [a]45 7% 11

glibe XXX EER AR & HAA —Fh )5k, 2 F Chunk —fd —bk F1 Chunk
—bk —fd 2754 T Chunk A5 . R “corrupted double-linked list” 57, T
127 Chunk HUH B AX A #ER AT .

XA A IR TR, (HACRAR . X T glibe WEIRIT IR - AT REZE 42,
[l i R R PR R 2R o« T o T Ge i SR A, AR TR BT,



unsafe unlink., house of einherjar I poison null byte (Unlink Fake Chunk fiit ) #.2H
SIUEZEHEST

4.6 fNEEREEEER

KIHPLAK , glibe Hh i) B ) SR BRI AR ORI HIL ] , Bk & 7T AR B HbFf Fake
Chunk %#$%% Fast Bin fil Tcache &+, E F| 2020 4, Check Point 24U H T
Safe-Linking $7AR P, &£ 80 1 HE R B Z G40 BUAR o X —H AR U044 12 B
F T I AT PSS | f035 ptmalloc2. temalloc 1 dimalloc 25 MRS PRSI 40 T
Safe-Linking ., glibc 7F 2.32 A IR 5] AZTEAR

faii ==, Safe-Linking i 7 {42 :

1. R ASLR LML 5 e b iy next 841 R E, fMGE A RER S thik
next f5 4T

2. FEARAFEREER Chunk NI IMAXS FF MR A, (MG AR R 2 KB &
T H R L

4.6.1 %% next 5§t
glibc AYRIS TSI A T AT AN -
1 #define PROTECT_PTR(pos, ptr) \

2 ((__typeof (ptr)) ((((size_t) pos) >> 12) ~ ((size_t) ptr)))
s #define REVEAL_PTR(ptr) PROTECT_PTR (&ptr, ptr)

XA TR next FREFBEA TN FIRRES . o ptr J2 next FEHFF 2R
fH, pos i& next F84 Mtk . FTIH next F8EFWHLIE 28 HAE NAF P L B (Hoak
SEHETCEARIAEAE O E ) , XA RO T e b IS ptr %5 pos 455 12
BLE SIF pur ik (T 4.105%),

AREIIMEE A T A ASLR FEHLEL. ASLR BEWLBURAERE B4 TN AE B
B R XA . XX S A ASLR I, HEEHLE N (FF A el
SEE RS ) RS A -

1 random_base = ((1 << rndbits) - 1) << PAGE_SHIFT)

TE X86_64 a4, rndbits [F{EH 2 28, PAGE_SHIFT [{{EH 2 12. ¥ next $54t
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P := Ox0000BA9876543210
L := ©x0000BA9876543180
P = @X0000BA9876543210
@
L > 12 = OX000000OBA9876543
P’ := P(L >> 12) = Ox0POOBA93DFD35753

Kl 4.1 Safe-Linking [F 1553374
(P /5 next $541, L 37N next $551 A4tk

HihEA RS 12 £, KB R R ARAIH0E ASLR FEPUE B IR AL, SRR 5 R
[ next 75 HEAT R EGESH, WHER] 7 EIH ASLR FEHLAUINE next 85 HIRCR .
TR AME, R ST AR R A AR RN, AR R shs
AR R -
Safe-Linking 7 Chunk Il A B2 [l fER I X HER AR EHAAT 1IN, Ak Py B o) 6
FMIRE Chunk M B EER EIUH IR AR . i TN g s Kl 2 — R iz
AH—RFE0s, EXH R M iR A

462 JFFHRE

%% next FEEFE R e — DAL, (H2 IR — A JCRY TS b 1= 24
YEmETasr, MABMEERINIEHBN 2R o). EEMELT, IRA
PR I B O %46 5, R RECCIATIAY SR . I, Safe-Linking 51
TR ORI S5 Y next FRET R Ak

IEAHTSCHTIA , AE X86_64 284, glibe H1 ¥ firfy Chunk #id 22 16 “FA5X} 5%,
e T iR — LR O IITIEE . X EWRE Chunk HUhER)R 4 G008 0. K
T XA, Safe-Linking 5] A T —%4%1 “unaligned chunk detected” #34¥, FEFRIK
FRF ISR 2R AR ST Y next FRET AT A& 16 TR FF 2K

Safe-Linking 45 R K KPFEAR T Moty & I Teache 1 Fast Bin 0] gk, 17
o (i next FEFHAAGFARF IMIME. JeAh, Mol RMER R &iEr B Arht, o4
H s ik 250 2 16 35X 5%
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47 KRN

AT HE AR 2 LRI EAT 1R X 4% ASLR . NX fi . RELRO Z%ji
MNP, WALsE glibe FEIARIEZ L. XL e nl AR
5% HIERCERGL . FRS RGP, By ISR/ T R B T ] 52 7]
HER . EATRXTHI SN W T HEBGE 7 SR N i . A SCHSRBIE A T
X e A TAEDT 2, (EAHRR AR /2 Teache Hpls IEXUHREI key HL ]
] B[] B2 1Y) Safe-Linking $2AK

IR, L M) ) B 7 M 22 Ay 2 AR OB T e BRAR I AR . P 24
R A AEH LY glibe JRASHAFAE, FEHABMA PR BEAL, ARIRANH) glibe X 3k
S IBA BT AN XSO I 5275 502 R BB AR E AT Ko USRIk 4
BP9 RSO HE M BGEUEATIT S, S BR AR 0 AR RS BN — >4 AR 1Y T
X LE A RBLRFAE T —F A 2 A
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5 HEFAMRES

HEFI LT B2 SRR o AR HE A BRAS A HER T o BT 002 HER B AR Iy B
T WA TRER WP T IR AR, RS O i i MO HE (RS AOR T e S PR B 451 . &
R GE I 1) 2 AL AR L U RS 1 A8 A v Al A oy — SE RS v SR i .
PR IS A Wk 3 S A ) VR I A, e AT N L 5 &
O]

N T RRRIEAS ), AT A T — 2 [T ] 5 R A T P Y S R i
. ZEMEES =14 libccompile, libcbench F1 cheapsec. H:H1, libccompile
M T &K glibe, libebench JT7E& N RANHY glibe vt — g il SO 3E
A7, WM cheapsec NI T452r glibe FydEZe A @k, BEANTZIA K FRANE 5.1 fr

7N o

(house of spz’m’t} [ house of force ) [house of einherjar} fﬁ%ﬂﬁﬁiﬁ)—

libcbench A h
ibcbenc . cheap sec
ML R

[ glibc 2.4 J [ glibc 2.5 J ( glibc 2.6 J [glibc 2.37) [ WSS J—

[ libccompile J

P S.1 i fe e ROA A B i g SR

libccompile J&FEAT I AR AL BELAS N A Ll B REAS ] B A 3 AT 903
SN B A, o Id 2 T libe SRR R GUMI G A8 1O TR EER £ [
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TR A ] BEH AR PN, cheapsec RESR UGS BY . & SRVFIFFEE HRIE
2] glibe P e az)@t:, AhH A 5 iy 2 At A DA K RT S A HE A T 5225
URBTFEE I A T R HER N B, 28 A BRIk CAFAE I BT, libebench
B E FTATCHRAE SRR, ELREAE A AR 1 S B LR AR e, A
T BRSP4 S e
SEFZHEA AR E, AFFFEL T 25 AR T SITLE 2.15 - 2.37 B
glibc R RIATHE, DAK 42 DHEZ G AAE 2.15 - 2.37 iUAKY glibe HEUFEAENE. B
(RIS R ILPR o Bo X EEMNRE ROy iy it TINS5
VR, 16 [ 5 A S B g g MR A F B 27E Gitee P55 _EITE:
e libccompile: https://gitee.com/pvz122/libccompile
e libcbench: https://gitee.com/pvz122/libcbench
e cheapsec: https://gitee.com/pvz122/cheapsec

5.1 libccompile

51.1 F&AEH

glibc YERIRAER G DALE, FIIrE HAWREHR—FE S A E R SR
£, MELAZRIEAN 2R . ISR S glibe 554 ZLA AL RANEL T P, R o fift e
RZ MM AR E, T glibc A Bl 4tk glibe Frdg ORI, I
TEIRBERG T, mARY glibe Toyk TR IRMUA R glibe. ANARATSE 75 2L
IRHUAS glibe () 3 SCE, AT BBFR AL SR A D223 R UL, SR AT PAZR 1
HARMA glibe AR EBRERSS, ARG ISR P i & FhalR . b b, XIER
ASAEE AR TAT GRS B 2 D X Pk ko
— A REIY IR A2 METE GNU/Linux K A7 TR0 6 P A F &% i A
glibe ) —HEHIEIL? F50 |, BRI — L8R T 45 HUAS glibe 4242 T.H., 40 Libe-
Searcher*?! il glibc-all-in-one'**! | g {1138 it ELE R B R AT R AR 1E Q3 Hh 1 glibe —
BRI AR glibe. SRTM, ZATHAY glibe BRA4EL7FAE A ) 8 :
o BT AALE glibe BN EEERE ., OS2 KATHUR & R SCE, A
i A T4 GNU/Linux _F3EF1] F 935 8 A5 o
o RATHUWHA PR AR Z A AT B O 0 SRS SEA TSR, BRI R A0 3
A glibe, WAL EE A BRI
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FETPAERIEA, ABFFEH K T libecompile Ay 5 RCAS i A T o) EE A 2E 11
BHBER RN a2, ST A 2.4 A (2006 4F & 10) B 245 R 1k
BHTN 2.37 BiiAS (2023 4E%:11) 14 glibe. 2 Fr DATCIE i 2.4 HUAS AR glibe,
& FENTE I Z 1 glibe YA 3 RF X86_64 B4,

14, libecompile b SCHFS IR H DB MUY glibe P, FEHEL AT
H, BETFEXS glibe JEASHAT AL E S A K 2 AR . (] libccompile,
A DA H SHEWT glibe JEA% BT B TR E A, H S AEAH B B PAEE T 3EA T4 1

512 HARFEE

AR5 To T DB E R I B AN OB ) T i 2 Al . e T DAKE
W AR SR RGN, (B SR EAUNL—FEAS R PERE N AU . X IE 2
& glibe i T R4 HRIR

libccompile %£F Docker, "BRFA[F] HitAR (1) glibe JEACAL 7 FE 21 i SG Bie B4 i 2
fr P TR, I SE AR ) glibe JT A INAYRAEL, i REA S AT B
Do MIH, XA AT DA A& FILAi24T Docker HHAERGEH

513 IRt
(1) Docker $5{%

libccompile J2{# [f| Python. Perl 1 Dockerfile 71 & ). N T 9 iE4Fi A 1Y
glibc, ERIE T 6 4> Docker 5it%, M T H&EX 5% 1) Dockerfile 3L 1] PATE
GitHub 3R pvz122/libccompile/docker H 543, & 5.1 A8 7 X Sb45 4% 1 I
NI

% 5.1 libccompile €3EH) Docker $51%

CEEL SV glibe JRATEIE B TRIRATIR gee A 1d fiAk
libccompile:04-10 2.4 -2.10 Debian 4.0 Etch 4.1.2 2.17
libccompile:11-15  2.11-2.15 Debian 6.0.8 Squeeze 4.4.5 2.20.1
libccompile:16-22 2.16 - 2.22 Debian 7.3 Wheezy 4.7.2 222
libccompile:23-29 2.23 - 2.29 Debian 8.0 Jessie 5.3.0 2.25
libccompile:30-34 2.30 - 2.34 Debian 10.0 Buster 9.1.0 2.31.1
libccompile:35-37 2.35-2.37 Debian 11.0 Bullseye 12.2.0 2.35.2
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O HRFREM

G5 glibe APIANJEURAAT: T B RGEREIM SRR A HOBERAN T . FAE 78]
A ERGE . i MRS A 2 i glibe FrRR ARG . XL R AT
G e AR T2 1 AR SRRy - H e, glibe BOPEACAS A5 — 4~ INSTALL 3¢
F, Hoidsg THEIT B0 AR glibe I 6E T A it as MR A A . LAt glibe
BB AT HE RS T RMA glibe 1A . FiBUXANIFE], W] DAEEEAH Y
(%) GNU/Linux KATH . BfiJ5, 52 dlaixeesft, PATREIBENS 56 6 it A X
glibe AR R G -

G4 1% glibe Pl MM R RRCAS T 57, X281 B L7E INSTALL SCfFA
. R %A Dockerfile A AT AR LA BLAR 2 HH SR MBI W] o 5 2 RY
e, XEEGHR AP A TIRZ E A5 1150 Ry, I B SUe (T (48 B e B
SO, PAIERfHR 2 A .

@ FRERRESHHIF

filR T RGBSR AE S . glibe W62 1 BT A7 46 B 4 i BB 45
B PR TR EARBURIS I I T o iE . 2 N2, glibe YERGAE ] git FEATHRANE
. HF%—1{y glibe Y55, Wil LAGEA] git checkout HRIEI BE Z A HY) glibe
PR . FFEE RS, FE Debian 4.0 Etcch ZATHJAFA, git MINIEAE (045 s
T A git B, I, 7 libecompile:04-10 £Ef4 1Y) Dockerfile H1, A7
SEHHMANIN git B9 iR 223 T R
glibe (A IF R ELL IR TR . FIL, X2 Docker iR ik T A3l
T B G 1R P I AS o X BB G5 PRI B A 2 6 1] Python 4w 517, W] 7E GitHub 3
JZEHY) pvz122/libccompile/docker/compile.py #42 N k%] . X1, 1F libccompile:04-10
FH, HT 24 Python 3 BoRHEAE , XA Perl 445, I DATE GitHub £/
i) pvz122/libccompile/docker/compile.pl B2 N HE| . XA SHATA R ILH
g
Lo A AT EEEURR ZE 4w 15E 1Y glibe AiUAS .
2. A git checkout fiy - F ALY E] H AR A .
3. A7 build I H 5.
4. 1247 glibe YIS H Y configure A, AR E LR BICFESEL, S8 MU
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B
5. 1217 make, (i Z&RGIE.
6. izfT make install, RFgmii ) i H S0 2R B E H ok .
7. 5 R SCEE A tar $T 4

BRI, A TIREEENE, S R R B P AT IR R,
AR THALIRW AR, HEAE RN, BUGaiTiZMA N, i
AR SHE 29 A F build_metajson SCHFHT, XA, 72T —WIs1THIAN, To/F
MEKFF iR g1, T2 T RAE#2 A build_meta.json JC SRR K

PA L5 J& Docker Bifg AL & 1) BT A NZS. DA libecompile:11-15 58 h i, &
[ Dockerfile JE= 40T :

ii{
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1 FROM debian:6.0.8

3 # install dependencies

4+ RUN \

s echo \

6 'deb http://archive.debian.org/debian-archive/debian/'\
7' squeeze main'\

s >/etc/apt/sources.list && \

9  apt-get update && \

10 apt-get install -y --force-yes\

11 binutils gcc g++ make gawk realpath git-core python3 && \

12 apt-get clean

14 # copy script and src

s WORKDIR /glibc

16 COPY glibc-src.tar.gz /glibc
7 COPY compile.py /glibc

18 RUN \

v cd /glibc && \

2 tar xf glibc-src.tar.gz && \
21 mv glibc-src src && \

» rm -rf glibc-src.tar.gz && \
23 chmod +x compile.py

24

25 # entrypoint

s ENTRYPOINT ["/glibc/compile.py"]

X e O AR T, - EAE ST Docker B 5% https://hub.docker
.com/repository/docker/pvz122/libccompile ., libccompile = F¢ ¥ Az fTHH R 3
T LI glibe MUAS B shHLUR I 15514 -

(2) xR

libccompile f 3 F% /7t (i ] Python JT A Ky, JHJEAURS AIHE GitHub K]
pvz122/libccompile/src/libccompile.py B2 N33 EFREF IR % OB e 200
Docker B2 41417 i€ HUAS glibe, DA 413 1T H & SCAY glibe ACNHY . g My
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e, EARL AT, I PRI SOl . A8 Docker BifgSE s HALIA .
©  WFEERAH glibe

HISCHEE T 6 4> Docker 548, 'EAT 1737 RE W8 4 1 5 N 1Y glibe AR . 7%
P A TR A B 2w 16 1Y) glibe AN T Bl (fRh 2.20 - 2.30), SR S5 75 25
X 4% Docker GifQ i T4 1¢ . FAKTI & , 2.20 - 2.22 filUAS [ Hy libccompile:16-22 Fif4 4
¥, 2.23-2.29 iAWY | libccompile:23-29 a8 415, 2.30 A< Hy libccompile:30-
34 FitR i

SPEA—MRERH, AR IAHARIE A58 1 S 30 .5 Y glibe.
N TR E R R AR B R, LI T — AR AUAR K &L version_range_selector.
BT I R BNy, B 2o (8] 2 Hi T 5 A 361 glibe iRCAS DA B2 2 1 17 Docker 43
%, BN T P AR B A .

— B TR g 1EY glibe UARFIME N BE , FAEF i A VL4
QA , IHRRIFES A A dr. AISGRE], FiF A 285 9035 iy 2k
ST tar 10, P, RS e MG, R M docker cp fiyr 4 Ji ]
tar fHIA] . FEFrG A glibe i se i, A tar BOOCF LRI T Hiok Ll
PAf ] tar —concatenate fiy &8 FEHLRFEAT 1A HAE 2. Fha, FREFIE gzip Ff
BLE A A glibe (Y tar G E4E AL tar.gz #5350, i 2l 1 s & 4R

@ HwFBEEXH glibc G

i P E 2 L) glibe JEACHS SR 1T Docker 2828 (RS I BESC Y . 1 1
5 5E BRI glibe YRS I 4%, libccompile 23132 BUEAY 11 version.h ST 2 V5
MR BT glibe fAS . Z )5, FEFFEHMN GG BRNERS, HEH -V S50
glibc YERHEH BN A4 P . SN AR TAE, APEH git checkout ]
FIER A, i AR R AT

514 BTIK

libccompile JZFTFEM AT, FEHE T /54 (BRI 7w PAS W, GitHub
Q) README () :
e libccompile all: %513 libccompile 3751 A it 4 glibe.
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libccompile range: #1545 & CASTEFE A Y glibe.

libccompile current: #giEH P H & X glibe JERY

libccompile build: T4 Docker 4514 .

libccompile clean: Ji5#H Docker 545 5% .

libccompile help: E/R75 IS E .
PAGR1E 2.20 - 2.30 fiuAs ) glibe A, 1247 libccompile range 2.20-2.30, libc-
compile ¥ A HUGHR . AT (LK 5.2).

eve flibccompile range /V/E[glibe-build (docker]
@Surface-Laptop-Pro-2019:/V/E/glibc-build

>
Compiling glibc versions 2.20 to 2.22

Warning: docker image pvz122/libccompile:16-22 not found, pulling from dockerhub
16-22: Pulling from pvz122/libccompile

a3ed95caeb02: Pull complete

6b64f2a51761: Pull complete

2f0ebflcc409: Pull complete

57fa6028c763: Pull complete

16ef9b57d081: Pull complete

d2d68459d8f3: Pull complete

e70a3121cd4c: Pull complete

Digest: sha256:a1d3c9b50d164ebc417da7178b01149c4e121dbe3413c6ccl34ddfc5bc268f24
Status: Downloaded newer image for pvz122/libccompile:16-22
docker.io/pvz122/libccompile:16-22

[BEG] Compiling glibc 2.20...

[1/6] Getting the source code ...

Checking out files: 100% (23430/23430), done.
Note: checking out 'glibc-2.20'.

You are in 'detached HEAD' state. You can look around, make experimental
changes and commit them, and you can discard any commits you make in this
state without impacting any branches by performing another checkout.

If you want to create a new branch to retain commits you create, you may
do so (now or later) by using -b with the checkout command again. Example:

git checkout -b new_branch_name
HEAD is now at b8079dd ... Update version.h and include/features.h for 2.20 release
[2/6] Creating build directory ...

[3/6] Configuring ...
[4/6] Building ...

. ]
\‘lIlllllllIlllllIllllIIlllllIllllllllllllllIlllllIlllllIlllllllllllllIllIlllllIlllllIllIlllllllllllllllllllllllll-'J

K 5.2 {diff] libccompile 2515 glibe 2.20 - 2.30

>
4
<

BIRSEHT, S3FETAERR glibe_2.20-2.30.tar.gz SO, K HARE RI AT
132 4 Ar ) glibe ZhASHERE (JLE 5.3).
X SESCTT DA HEME libebench A, R DU T H BT A

S

5.2 libcbench

521 F&EBH

W2 SN G G AT R A ) A B U R AR P 1 75K
A, b T AR B AEAS R BROCAS HEAE B BRI AT, PABESR A E
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YK ) IV[E/glibe-build (-fish)
@surface-Laptop-Pro-2019:/V/E/glibc-build

>
glibc_2.20-2.30/ glibc_2.20-2.30.tar.gz libccompile*
@Surface-Laptop-Pro-2019:/V/E/glibc-build

>
2.20/ 2.21/ 2.22/ 2.23/ 2.24/ 2.25/ 2.26/ 2.27/ 2.28/ 2.29/ 2.30/
@Surface-Laptop-Pro-2019:/V/E/glibc-build

>
Mcrtl.o libc_nonshared.a libnsl.so.1@ libpthread-2.20.sox
Scrtl.o libcidn-2.20.so* libnss_compat-2.20.sox  libpthread.a

audit/ libcidn.so@ libnss_compat.sod libpthread.so

crtl.o libcidn.so.1d libnss_compat.so.2@ libpthread.so.0@
crti.o libcrypt-2.20.so* libnss_db-2.20.so% libpthread_nonshared.a
crtn.o libcrypt.a libnss_db.so@ libresolv-2.20.so*
gconv/ libcrypt.sod libnss_db.so.2@ libresolv.a

gertl.o libcrypt.so.1@ libnss_dns-2.20.sox libresolv.so@
1d-2.20.so* 1ibd1-2.20.s0x libnss_dns.so@ libresolv.so.2@
1d-1inux-x86-64.50.28 1libdl.a libnss_dns.so0.2@ librpcsvc.a
libBrokenLocale-2.20.so*x libdl.so@ libnss_files-2.20.so% librt-2.20.sox
libBrokenLocale.a libdl.so.2@ libnss_files.soa librt.a
libBrokenLocale.so@ libg.a libnss_files.so0.2d librt.so@
libBrokenLocale.so.1@ libieee.a libnss_hesiod-2.20.sox librt.so.1@
libSegFault.sox* 1ibm-2.20.s0% libnss_hesiod.so@ libthread_db-1.0.so*
libanl-2.20.so% libm.a libnss_hesiod.so0.2@ libthread_db.so@
libanl.a libm.so@ libnss_nis-2.20.sox libthread_db.so.1@
libanl.so@ libm.so.6@ libnss_nis.so@ libutil-2.20.so0%
libanl.so0.1d libmcheck.a libnss_nis.s0.2@ libutil.a
libc-2.20.s0% libmemusage.so* libnss_nisplus-2.20.so* libutil.so@

libc.a libns1-2.20.so0% libnss_nisplus.so@ libutil.so.1@
libc.so libnsl.a libnss_nisplus.so.2d

libc.so.6@ libnsl.so@ libpcprofile.so*

@Surface-Laptop-Pro-2019:/V/E/glibc-build

Kl 5.3 Giilfay glibe 2.20 - 2.30

W ms i . (F2, R iAsn glibe —#E, FESAHRA glibc LizfT
PP EA R A WNFNE, X2l T AN -

o glibc @EAERGZ LA, AT Linux WEZREE RGN, JLFIrf
N, FRR P FRIK I B2 4T E GNU/Linux _F22%6 4R 48 B A UAR i glibe 23
TR BE N TR 7 () IE 184 T

o glibc 5l P ZIASTEREAE, BIOEE T 1d 3SHES, 22 5% EIF L
e WA 25 3t 2 . T 1d 7E ELF U R 8 9m iy, Hgmisas . &
BAREFHY glibe HAZT)
libcbench J& K T ff PeixX — B @U HF & 1. BE &P CLI T.H: libeset Al

libcbench., libeset A] DA AT AT SO BN TE SR E UAS Y glibe F3z17 5 i libcbench
WA DAfSE FH libecompile 4% () i glibe AR T AT SO, FEER LI R 45
H.

522 HARREE

M B A RN, SR AT T SO glibe BCAS, HOAMIRRIE S AR
PO HT o, TEARIFEINHE glibe BAR; BUE I ELF S8 n Al ke 2 45,
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G ) Ay AT Y glibe.

i NixOS JF % (1) patchelf 34 {1 T 168 ELF SCUFRg 7. i & 2, Bt
& ELF 3L dynamic 5 BB aEHeAS , VS BB R RPATH DAfE & 7]
AT SRR SR H % XA SO HARIAS glibe # 1d.so il libe.so
FRER AR BN AT ZE RS 2 Y glibe BRAS Eaz AT ol S4T30

libcbench % patchelf (7 ¥ETF & T A AL I IAS, RIS R GEHI J
NN

523 2RIt

libcbench J2{# ] Shell IANIE F 9B RT, B MHIAS : libeset Al libcbench,

(1) libcset

libeset J T3 & W AT SCAFEER Y glibe A, HEAURS AT AYE GitHub
1] pvz122/libcbench/libeset P72 485 . BN 21724, B— A EIRAT
PATSCH, A2 glibe AT . SR)E, B FE Jopt/libebench/glibe (libebench [
LREPERE) IR glibe A, HENGIATLA R iy 2 AAE Bl aT A7 3 H 1) 3l
AR RPATH :

1 patchelf --set-interpreter \

> /opt/libcbench/glibc/${GLIBC_VERSION}/1ib/1d-1linux-x86-64.s0.2\
3 —-set-rpath \

4+ /opt/libcbench/glibc/${GLIBC_VERSION}/1lib "${EXECUTABLE PATH}"

(2) libcbench

libcbench ] AL FrA A1 glibe il mf PhA7 34, HEAAD H] PATE GitHub
Y pvz122/libebench/libebench B4 T4 E . B AZ L BE A2 M PT PAT SCAF
OSBRI . S TS

libcbench £33 [ ] H ) glibe, X4E—A> glibe M4 A libeset 18 e — 3 il 5C
F, RIGEBITE:
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1 # for each wversion, run "libcset executable_path version’
2 # and then run the executable

3 for version in $avai vers; do

4 libcset "${exe_path}" ${version}
5 # ...
6 timeout ${timeout_val} "${exe_path}"

TR, 1E glibc 2.26 BRAZ BT, WEFLR % T 224k 2 el elibe H
WHER, EfEBnifREGBE R, BRI TSR E. X7 A sl
a8, [H I libcbench £x{ii ] timeout iy 2 AR ) 1o f T B B TE] . d SR
FEFFRAE, libcbench I\ HZ TR M LR E, PAMEASEIEATINR.

WFICKINRERTT S, FEF AT A TR A L0 AR TR A8 052 3k ) A 1 3B > e
175 log Scibrh:

1 timeout ${timeout_val} "${exe_pathl}" 2>&1 | tee -a ${log file}

PR AT SRR ESS IR E M B E R . (2>&1) , SRJFE
[7 Bty HE 5 e log SCEHR (1 tee)

GEit T RE A R T AR MESE LAY o libebench 2 KRR PR MIME I SRAE S 1
F AR ME A RAPRAS . 0 RFSITHT), 124 REERS, HAEMR KSR
.

524 BITIAK

R AISC P libecompile g% 45- 21 Y glibe.tar.gz SCIHCE T libebench A%
H %, 217 install.sh BJ 0] libcbench AT f 1) glibe 2224 2 248 7, libcbench i
LTI
o —log: JCsEMEHT AR T i -
o —timeout: [ & SUFEJF RIS [A] .
10 FIH RGN ITE glibe A
o -h: WRHIIFEE.
i FHPAF print_glibc_version £ 3z libcbench:
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1 #include <stdio.h>
2 #include <string.h>

3 #include <gnu/libc-version.h>

5 int main()

o o

7 printf ("The version of libc is: %s\n",\
8 gnu_get_libc_version());
9 return strcmp(gnu_get_libc_version(), "2.22");

XAFEFIIIREARH T B, B SAERR AT E glibe AURCAS . A2R glibe fiiAS
2 222 R 10, AELRE 1. g, FE libebench MY SE RN 5.4 B

e=e0 root@pwn: / (docker)
The version of libc is: 2.35

[20:34:38 525992503] Program exited with code 1

20:34:38 549999184] Running print_glibc_version using glibc 2.36
The version of libc is: 2.36

[20:34:38 560995033] Program exited with code 1

20:34:38 576344299] Running print_glibc_version using glibc 2.37
The version of libc is: 2.37

[20:34:38 582937987] Program exited with code 1

The r N fail, T timeout)
Ao1ls N

2.16 N

Aoil7/ N

2.18 N

2.19 N

2.20 N

2.21 N

227 Y

2.23 N

2.24 N

225 N

2.26 N

Dol N

2.28 N

220 N

2.30 N

2ol N

2832, N

2133 N

2.34 N

2.35 N

2.36 N

2.37 N

eS|

K 5.4 {#iff libcbench Mz print_glibc_version 27
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5.3 cheapsec
53.1 FABH

[T R G i "G SN 7R T TN AN = By & S B Dt g U A OB =g E
Frtl e @i, S TR E AR BEES D AEAE i 2 A A DA S A HE R 4
I e s R nATE, AR A R0 R A I B

cheapsec Ji/& R T fRPLIX A MBI & 1) . cheapsec j& Check Heap Security 1]
U5, T 54 checksec TH P AR AL, checksec ] T4 # GNU/Linux Hr—
ERISCPER e 4@, 4 PIE. RELRO. ASLR %224l REIT . WA 5T
K H) cheapsec W) TH A — HEMI SCPF 2 4 Jm e . KA N AR E0HE 42 D4t
BIRAAAAE, VAL 25 AU 155 52 A5 REMS A T

532 HARFE

cheapsec JIf i Ji] (19 45 AR D7 ¥ A H AR A B e S s 0 10 S 3 A1) 1] 52 35 A1
ettt . AL, WIS T 25 DRI I ) POC {URS LA 42 At 4
ARl &R, s POC 24 1 how2heap JF5 H 1,

cheapsec U HH —HE i SCHE P iEE R glibe B4R, RF DAL A AR 7 B YA RS
MR glibe Zi¥AIGERE, RIGIFTA3 RIS R . X L8l KA e AoE 24 A7 EL
AT WS R QSR AT AT 2 iR [ SR )R [B1E . cheapsec fiz - X 22 iR (]
{EHATGE T AR o
533 g

cheapsec T EJ& H C Fl Python FF &R, B REASHIAT: WA HRIHER
BT AR, PAK cheapsec A2 .

(1) HFAFER TR MR IERF

cheapsec {147 T 25 /MR I POC FLFF Rl 42 Mk e HORLT . IR ALY
{9 51 I8 T LAYE GitHub €219 pvz122/cheapsecitesting F ¢ F 43 . Hrhify—teife
R POC R ZARA, DUERRFN glibe fiiz.

Wi 1] POC R 1O JSTHIL R SE a2 M T, BT I B8 (assert) % H A%
SR . AN B B ROR, SRR SO R i T glibe HA
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R mmiB L, RIEER A0, ez, WERAAISE, REFFaie ikl 0. PAf
FAL R fastbin dup FIH MBI, FE glibe 2.26 A< K& DA T #Y POC ATRS AN T -

1 #include <stdlib.h>

2 #include <assert.h>

3 int main()

s A

5 int *a = malloc(8);
6 int *b = malloc(8);
7 int *c = malloc(8);
8 free(a);

9 free(b);

10 free(a);

a = malloc(8);
b = malloc(8);

S
|

o
|

14 c = malloc(8);
15 assert(a == c);
16 return O;

17 }

FEFF AR, TEERER a 5, RIS HLAS 3] 1) 2 [F—4> Chunk
(assert(a==c)), LULIAFH BT .

Wz R Al A 2Rl PATRTERIY “free(): invalid size” fil A% /7 Al -
malloc(0x100);

> chunk p ¢ = (chunk_p) ((char *)p - 0x10);
0x8 | 0x1; // c->size < MINSIZE

1 void *p

3 c->size
s free(p); // free(): invalid size

5 return O;

‘BRF—A> Chunk 1] size FEHCH— AT RERII/IMEL, XTEA free, MM
fil % “free(): invalid size” kifr. QR EYHL T, BrMasRERE. k2, &
P o IE R[] 0.
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(2) *#F

cheapsec 1) 3427 T glibe (424 @M, HIEAHS T ATE GitHub {3 /Y
pvz122/cheapsec/src/cheapsec.py 15 T~ #k3|. cheapsec =R KEL [ 2 o gk
fioh S AR A AR [ 0 G M 2 5 AT AT BB A B R A AE R . 2498, RRIRHR G 1%
iz 7L POC 2 A HY . TEBUATE LT, cheapsec AR TAE, B
Wrih HAx glibe RYRAITFAEMREE R B R rh A A N ) 2wtk . RATER s
HATIBEC T glibe, B THXT TCIEHIWIRARY glibe I, A4 75%F3h$5 € cheapsec I
VEAE G 1 1A T

O FmEFURE

I@Eéﬁl%@ﬂiﬁ%’iiﬁ% cheapsec %Tfj’a'ﬁﬁ—fﬁ/\] glibc Léﬁl%%éﬁ?@jiﬁzf?o ﬁ
FH5E R glibe JiF A2 P YETT -

1 # comptle using specified glibc

> def compile_with_glibc(src_path: str, glibc_path: str, \
3 flags: str = "") -> bool:

4 ret_code = subprocess.run("gcc \"{}\" -Wl,--rpath={}"
5 " -W1,--dynamic-linker={}/1d-linux-x86-64.s0.2"

6 " -0 cheapsec_test {}".format(

7 src_path, glibc_path, glibc_path, flags

8 ), shell=True, stdout=subprocess.DEVNULL,\

9 stderr=subprocess.DEVNULL) .returncode

10 return ret code ==

Sebr b, KRR AR R I B AT AT SO B AS R AR AT RPATH SR SCH]
), Hogl5 patchelf B PUATSCHFHILL, Bk THEG I E . KB LEAR PR
AN

IM1)i5 , cheapsec WL T4w R4 RIS T 3C1F, e ad 2k [l {E M1 B 1 A5 5L R
AR s i A R il A . (AR A2, 7E glibe 2.26 AR DAY, glibe T
NG DR A B Y __libc_message pRAL 2 FLAEAE /devitty L EHERMEE, MA
S AR R ERS 1R . X (15 cheapsec Tk ARG B PR AR G L T %
G, A 2% H LA A B . Wi, RN TR 2.26
A glibe 224z @), cheapsec 2 fi I B O Lty s A i & e fr, X2
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I pty FESEBLAY
FERAT Ol AR 7 G A SE R, cheapsee S RFEEARGETT I th 1] i «

@ &ERERX

TEA RN, cheapsec BT Hl Y 5¢ UM MNAEE (PEULFSR B) , X 464540
FPAETE data H SR JSON SO, B TaxX 288, Rir B0 glibe (1% 4 JE PEAR
AR . HFEEHERH H AR glibe BICAS, SRJ5 2L JSON Sk sof:, 74
FHpT],

HHEWT glibe BUAS Y 112 I RrA AR glibe Sy, TERET IR glibe 1Y
FLAG BR B gnu_get_libe_version k£ glibe 75 HH i i A

534 iB1TIHK

cheapsec £t 6 SR (AARE 6 7L AT AZ: W, GitHub 43 42 H1 ) README
SO -
o BRIN: PAEERM A H AR i SO glibe FEAHELE A TR T
-1 AR E A glibe 124 @1
-t DAG iRt Oy 20k 2 B AR R SR Bk glibe FERMER SR
-te: PAZREEIA 2k A B AR iE ] SR Ek glibe 2R e R R P
-ts: DAy 2R A H AR ] SO glibe R AETEI R A
-h: BoREEIER .
7 Ubuntu 22.04 (glibe it 2.36) 1, ik cheapsec PAZwizEl i i) 7 2k 2 vl
PAT S A @, SR 5.5,
AR I A A glibe 2.22 224 J@ M, A0k 5.6,

54 MWMilEREENE

AHFFETT K HTH 1 B A S BB O S PR D SRS 0, REAS A 45 M
7 glibe B2 ARME, R TR TR YR AR A e E . XA A B
A SRR W B R T TR B % O B, ARG5S
WofE glibe 2.15 - 237 BUAR R T 25 AR L I51 42 AN 4t 2.

glibe 2.15 JE7E 2012 4F LATHY . T ATFGE RN MR T2 I5 80 RAEAE 148 1
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pvz122@ubuntu:~» 21:40
Compiling and running tests for exploltabllltles
Compiling and running tests for security checks .
Exploitabilities: (Y - yes, N - no, E - error, U - unknown)
Y fastbin_dup

fastbin_dup_consolidate
fastbin_dup_into_stack
fastbin_reverse_into_tcache

house_of_botcake

house_of_einherjar

house_of_force

house_of_gods

house_of_kauri

house_of_lore

house_of_mind_fastbin

house_of_rabbit

house_of_spirit

large_bin_attack (larger chunk version)
large_bin_attack (smaller chunk version)
mmap_overlapping_chunks

overlapping_chunks

poison_null_byte (shrink free chunk version)
poison_null_byte (unlink fake chunk version)
tcache_dup

tcache_house_of_spirit

tcache_poisoning
tcache_stashing_unlink_attack

unsafe_unlink

unsorted_bin_attack

unsorted_bin_into_stack

ecurity checks: (Y - yes, N - no, E - error, U - unknown)
corrupted double-linked list (not small)
corrupted double-linked list
corrupted size vs. prev_size in fastbins
corrupted size vs. prev_size while consolidating
corrupted size vs. prev_size
double free or corruption (!prev)
double free or corruption (fasttop)
double free or corruption (out)
double free or corruption (top)
free(): corrupted unsorted chunks
free(): double free detected in tcache 2

XL L L L LY ZZLLLLZLZ L L ZLLZLLZZZ << <<

<

5.5 i cheapsec i m] 04T SCI1 Y 24 4 i

PR AT RN SE R, PR PRI L glibe BRAS . X BB EE B RRCAS th T
HSEBAAN [FXE AR IR B T R o T BT NER , S5 m i
MR 5 ¥E 42, 5 libccompile T B.41% glibe 2.15 - 2.37 fEh A 4% E
S, SRJE M cheapsec 434> glibe MAS H AT DASK it ) A 45 X5 FAEAE
et . Y glibe PSR H GNU C Library B, 5% POC Flfit & A
#5> A B how2heap FFUHITH U, 55— HASHF S S . DA S5 1 O I
¢ B,

MRS R, Bof AR glibe 2.37 FRATARAT 17 Mra] R RS I 5675, 1M
B glibe 2.15 HOA 16 Fia] 467 . XAERKRARE EEIHET glibe 2.26 4
T2 LFEERET | A Teache ML . FESAIBT AR, ZALHD LA AT
PP, P, 7 glibe 2.26 Ha] I B3R 5 T518 3] T 23 fhiz £

TEE LR AT, glibe 2.29 @ —WERIHT, HZERALEM 23 g
F 731 Ffo 1 glibe 2.32 M@ — IR EE LR, HZ AL 33 fiy
MEN T 39 Fle IERAEZMA, Safe-Linking ALHI#T A .
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eoce ~ (orb)

pvz122@ubuntu:-~» =1 22 6.811s 21:40
Exploitabilities: (Y - yes, N - no, E - error, U - unknown)
Y fastbin_dup

fastbin_dup_consolidate
fastbin_dup_into_stack
fastbin_reverse_into_tcache
house_of_botcake

house_of_einherjar

house_of_force

house_of_gods

house_of_kauri

house_of_lore

house_of_mind_fastbin

house_of_rabbit

house_of_splrlt

large_bin_attack (larger chunk version)
large_bin_attack (smaller chunk version)
mmap_overlapping_chunks
overlapping_chunks

poison_null_byte (shrink free chunk version)
poison_null_byte (unlink fake chunk version)
tcache_dup

tcache_house_of_spirit

tcache_poisoning
tcache_stashing_unlink_attack
unsafe_unlink

unsorted_bin_attack
unsorted_bin_into_stack

ecurity checks: (Y - yes, N - no, E - error, U - unknown)
corrupted double-linked list (not small)
corrupted double-linked list
corrupted size vs. prev_size in fastbins
corrupted size vs. prev_size while consolidating
corrupted size vs. prev_size
double free or corruption (!prev)
double free or corruption (fasttop)
double free or corruption (out)
double free or corruption (top)
free(): corrupted unsorted chunks
free(): double free detected in tcache 2
free(): invalid next size (fast)
free(): invalid next size (normal)

KB L L L ZZZLCY XX LZZZZ XX XXX LZLZZ L < ZZ <<

K 5.6 fii ] cheapsec £ #% glibe 2.22 4 4 JE It
55 ZAREING

TEART S, AT E T BRI NAE . X —E 0 S ek
W22 A IFE AR e BRAS IS5 R AU . B i =D R Tibecompile,
libcbench #f1 cheapsec.

libccompile 424 #% glibe B TR, fifeh T 4iik glibe B TR EERE &R I MO/

- libcbench Jg {ff il i A glibe M RIHAAT SO T, ok 7 U048 nT g0 3
¥ libe J2 RERY AT cheapsec et A HEE Bl A R IR T, ffRuk T BFoE3 X
AR B8 P 0] R T

ABFSE X — B 23 D HEB A A EI T 25 A A 42 4
ety , X LML R A8 L R I IRORIN 2%, AN SR WL 5%
B.
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6 RSt

RSO TAE A B A LB D5 3R 208 7 — IR se By BT 5t AT A
B BIRF ARSI 0 A e T5 18] o 3K —FRF RS A SO LA, 2l e A
SHPRIARKEE, A R R A s 2% .

6.1 TIERES5REE
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FEREHTFEII T, A E et BT 25 Rl iz (0 B ER 3¢S, PRI %8
TEMRPLEE, 2 TENRITE. XA SIS e h R A S 1 2R
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B H T glibe 2.37 UKL 42 R4S, BT glibe it
SUGLELRY , AR FHRERR. FA HRHE TSR B, IR TS
2 F .

(1) corrupted size vs. prev_size

1 if (chunksize (p) != prev_size (next_chunk (p)))

> malloc_printerr ("corrupted size vs. prev_size");

p /2 unlink [¥) Chunk, #3# p [ size "FBUe B 55 T W EAH LB N —> Chunk

i) prev_size FEB%.

(2) corrupted double-linked list

1 mchunkptr fd = p->fd;

> mchunkptr bk = p->bk;

4+ if (__builtin_expect (fd->bk != p || bk->fd != p, 0))

s malloc_printerr ("corrupted double-linked list");

p 2 unlink [ Chunk, 7 p—fd—bk 2%H3%T p, p—bk—fd 2H%T ps

(3) corrupted double-linked list (not small)

1 if (!in_smallbin range (chunksize nomask (p)) && p->fd_nextsize\

2 = NULL)

3 A
4 if (p->fd_nextsize->bk_nextsize !=p || \
5 p—>bk_nextsize->fd_nextsize !'= p)

¢ malloc_printerr ("corrupted double-linked list (not small)");

p /&% unlink ¥ Chunk , 4115 p 7 Large Bin H, ¥ #r p—fd_nextsize—bk_nextsize

% T p, p—bk_nextsize—fd_nextsize BT p.
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(4) munmap_chunk(): invalid pointer

1 uintptr_t mem = (uintptr_t) chunk2mem (p);

> uintptr_t block = (uintptr_t) p - prev_size (p);

3 size_t total_size = prev_size (p) + size;

4+ if (__glibc_unlikely ((block | total_size) & (pagesize - 1))\
5 =0

6 [l __glibc_unlikely (!powerof2 (mem & (pagesize - 1))))

7 malloc_printerr ("munmap_chunk(): invalid pointer");

p &#% munamp ¥ Chunk, #5725 block. total size. mem J&75 5 T 1H X 55 .

(5) malloc(): unaligned tcache chunk detected

1 /* Caller must ensure that we know tc_idz is wvalid
2 and there's available chunks to remove. */

3 static __always_inline void *

4+ tcache_get (size_t tc_idx)

s {

6 tcache_entry *e = tcache->entries[tc_idx];

7 if (__glibc_unlikely ('aligned OK (e)))

8 malloc_printerr ("malloc(): unaligned tcache chunk detected");
9 tcache->entries[tc_idx] = REVEAL PTR (e->next);

10 —-—(tcache->counts[tc_idx]);

11 e->key = 0;

12 return (void *) e;

3}

Safe-Linking 75 [ —3%1%0 « ZEBUH Tcache Chunk Bi}£G 2 Teache Sk f{) Chunk
Hohk 252 16 %551 .

67



(6) tcache_thread_shutdown(): unaligned tcache chunk detected

1 /* Free all of the entries and the tcache itself back to

2 the arena heap for coalescing. */

3 for (i = 0; i < TCACHE_MAX BINS; ++i)

a A

5 while (tcache_tmp->entries[i])

6 {

7 tcache_entry *e = tcache_tmp->entries[i];

8 if (__glibc_unlikely ('aligned 0K (e)))

9 malloc_printerr ("tcache_thread shutdown(): "
10 "unaligned tcache chunk detected");

1" tcache_tmp->entries[i] = REVEAL_PTR (e->next);
12 __libc_free (e);

13 }

Safe-Linking 51— 3B7 . TEEH L FE Teache B 457 Teache SLFSH) Chunk
Hbb 252 16 FATRIFFI .

(7) realloc(): invalid pointer

1 /% chunk corresponding to oldmem */
> const mchunkptr oldp = mem2chunk (oldmem);
3 /¥ its size */

4+ const INTERNAL_SIZE T oldsize = chunksize (oldp);

6 /* Little security check which won't

7 hurt performance: the allocator never wrapps around

8 at the end of the address space. Therefore we can

9 exclude some stize wvalues which might appear here by

0 accident or by "design" from some intruder. */

n if ((__builtin_expect ((uintptr_t) oldp > (uintptr_t) -oldsize,
2 0)

13 || __builtin_expect (misaligned_chunk (oldp), 0)))

14 malloc_printerr ("realloc(): invalid pointer");

G2 realloc [ Chunk [ size 275 £ EEPA & Chunk F5£152 75 16 7455
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(8) malloc(): unaligned fastbin chunk detected

1 #define REMOVE_FB(fb, victim, pp) \

2 do \

3 { \

4 victim = pp; \

5 if (victim == NULL) \

6 break; \

7 pp = REVEAL_PTR (victim->fd); \

8 if (__glibc_unlikely (pp != NULL € misaligned_chunk (pp)))\
9 malloc_printerr (\

10 "malloc(): unaligned fastbin chunk detected"); \

11 } \

12 while ((pp = \

13 catomic_compare_and_exchange_val_acq (fb, pp, wvictim)) \
14 I= victim);

Safe-Linking #5251 —#B4) . {EM Fast Bin HI(H 3K Chunk [, R Ar iR /5
[ Chunk—fd J2 7% 16 %5 . {EHFERER 2, REMOVE_FB R{EL KALIn T
PR, BT N2 LR R T HBAE.

(9) malloc(): unaligned fastbin chunk detected 2

i if (victim != NULL)

2 A

3 if (__glibc_unlikely (misaligned_chunk (victim)))
4 malloc_printerr (\

5 "malloc(): unaligned fastbin chunk detected 2");

Safe-Linking 525 i) —3B4 . TEM Fast Bin L H 335 Chunk B}, #;#r Chunk
JETT 16 FATRFF .
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(10) malloc(): memory corruption (fast)

1 idx = fastbin_index (nb);

3 size_t victim_idx = fastbin_index (chunksize (victim));
4 if (__builtin_expect (victim_idx != idx, 0))

s malloc_printerr ("malloc(): memory corruption (fast)");

TEM Fast Bin L H 3L 3% Chunk B}, #52r Chunk 1) size 2745 1%}V Fast Bin
Y size,

(11) malloc(): unaligned fastbin chunk detected 3

1 /% While bin not empty and tcache not full, copy chunks. */
> while (tcache->counts[tc_idx] < mp_.tcache_count

3 &% (tc_victim = *fb) != NULL)

a A

5 if (__glibc_unlikely (misaligned_chunk (tc_victim)))

6 malloc_printerr (\

7 "malloc(): unaligned fastbin chunk detected 3");

Safe-Linking &8 i) —#54> . 7EM Fast Bin #% ) Chunk %] Tcache I}, 57 Fast
Bin L3 Chunk 275 16 F %155,

(12) malloc(): smallbin double linked list corrupted

1 if (in_smallbin_range (nb))

2 A

3 idx = smallbin_index (nb);

4 bin = bin_at (av, idx);

5

6 if ((victim = last (bin)) != bin)

7 {

8 bck = victim—>bk;

9 if (__glibc_unlikely (bck->fd !'= victim))
10 malloc_printerr (\

1" "malloc(): smallbin double linked list corrupted");
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M Small Bin F1ELH Chunk I}, ## Chunk—bk—fd 2 74T Chunk 45 ,

(13) malloc(): invalid size (unsorted)

1 for (55 )

2 {

3 int iters = 0;

4 while ((victim = unsorted chunks (av)->bk) !=\

5 unsorted chunks (av))

6 {

7 bck = victim—>bk;

8 size = chunksize (victim);

9 mchunkptr next = chunk_at_offset (victim, size);
10

¥ if (__glibc_unlikely (size <= CHUNK_HDR_SZ)

12 || __glibc_unlikely (size > av->system_mem))

3 malloc_printerr ("malloc(): invalid size (unsorted)");

Unsorted Bin M43 k5 i —&f 7. FEG 3 J7 Unsorted Bin I, 62U AY

Chunk 1 size &5 A FH ([2 * size_t, sysmtem_mem]),
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(14) malloc(): invalid next size (unsorted)

1

for (;; )

{

int iters = O;

while ((victim = unsorted_chunks (av)->bk) !=\

unsorted_chunks (av))

{

bck = victim—>bk;
size = chunksize (victim);

mchunkptr next = chunk at_offset (victim, size);

if (__glibc_unlikely (chunksize nomask (next) <\
CHUNK_HDR_SZ)
|| __glibc_unlikely (chunksize_nomask (next) >\
av->system_mem) )

malloc_printerr ("malloc(): invalid next size (unsorted)");

Unsorted Bin 3455462 1 —3504) « ZEMGEFF# 57 Unsorted Bin [}, £5#F Chunk 4

FHAHABH) R — Chunk [} size =275 ([2 * size_t, sysmtem_mem]).
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(15) malloc(): mismatching next->prev_size (unsorted)

1

for (55 )
{
int iters = O;
while ((victim = unsorted_chunks (av)->bk) !=\
unsorted_chunks (av))
{
bck = victim->bk;
size = chunksize (victim);

mchunkptr next = chunk at_offset (victim, size);

if (__glibc_unlikely ((prev_size (next) & ~(SIZE_BITS))\
= size))
malloc_printerr (\

"malloc(): mismatching next->prev_size (unsorted)");

Unsorted Bin B85 46 Ay i) —387> « FEMEFFE 1 Unsorted Bin B, £5#% Chunk

size 155 T HYHAHARE) N — Chunk ] prev_size,
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(16) malloc(): unsorted double linked list corrupted

for (;; )

{

int iters = 0;
while ((victim = unsorted_chunks (av)->bk) !=\
unsorted_chunks (av))
{
bck = victim—->bk;
size = chunksize (victim);

mchunkptr next = chunk at_offset (victim, size);

if (__glibc_unlikely (bck->fd != victim)
|l __glibc_unlikely (victim->fd != unsorted_chunks (av)))
malloc_printerr (\

"malloc(): unsorted double linked list corrupted");

Unsorted Bin 3855625 ) —305 . ZE A 5 Unsorted Bin B, Bk Chunk,

2 Chunk—bk—fd 27545 Chunk A< &, 3f HAG#r Chunk—fd 27545 T Unsorted
Bin head.
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(17) malloc(): invalid next->prev_inuse (unsorted)

i for (5 )

2 A

3 int iters = 0;

4 while ((victim = unsorted_chunks (av)->bk) !=\

5 unsorted_chunks (av))

6 {

7 bck = victim—->bk;

8 size = chunksize (victim);

9 mchunkptr next = chunk at_offset (victim, size);
10

11

12 if (__glibc_unlikely (prev_inuse (next)))

13 malloc_printerr (\

14 "malloc(): invalid next->prev_inuse (unsorted)");

Unsorted Bin 35546 A i) —3B4 » FEMGEIFk 57 Unsorted Bin B, #6:#% Chunk %)
FHAHRBI —> Chunk ;& 75KfH—> Chunk #7374 prev_inuse (size =B AR LUAF

IBVR

(18) malloc(): corrupted unsorted chunks 3

1 /* remove from unsorted list */

> if (__glibc_unlikely (bck->fd != victim))

s+ unsorted_chunks (av)->bk = bck;

5 bck->fd = unsorted chunks (av);

3 malloc_printerr ("malloc(): corrupted unsorted chunks 3");

16 Unsorted Chunk BB}, #5# Chunk—bk—fd 2745 Chunk &KX &, X
F1 glibc >= 2.19 5| A malloc(): Unsorted double linked list corrupted B4 T . [A it

1 glibc >=2.19 FEAN R BERA A
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(19) malloc(): largebin double linked list corrupted (nextsize)

1 /* Always insert in the second position. */

2 fwd = fwd->fd;

3 else

a A

5 victim->fd_nextsize = fwd;

6 victim->bk_nextsize = fwd->bk_nextsize;

7 if (__glibc_unlikely (fwd->bk_nextsize->fd _nextsize != fwd))
8 malloc_printerr (\

9 "malloc(): largebin double linked list corrupted (nextsize)");
10 fwd->bk_nextsize = victim;

11 victim->bk_nextsize->fd_nextsize = victim;

CIE

XA K AEAE R~ Unsorted Chunk fjl A Large Bin (Binning), ¥ T Large
Bin A/ nextsize ¥8%1 . FHH victim £ A Large Bin ) Unsorted Chunk, fwd
f& b Large Bin H1 [, victim /Mi) Chunk, ‘BBHAE victim F R T -

B fwd—bk_nextsize—fd_nextsize &5 2T fwd &K 5,

(20) malloc(): largebin double linked list corrupted (bk)

1 bck = fwd->Dbk;
> if (bck->fd !'= fwd)
3 malloc_printerr (\

4+ "malloc(): largebin double linked list corrupted (bk)");

XANEG A & AEAE R Unsorted Chunk fjjj A Large Bin (Binning) I} . F:H victim
3 A Large Bin ¥ Unsorted Chunk, fwd J2 [ Large Bin 1 [, victim /MY Chunk,
ERFHALE vietim BHT S

Bt fwd-bk—fd B HEET fwd 25,
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(21) malloc(): corrupted unsorted chunks

/* Split */

else

{

remainder = chunk at_offset (victim, nb);

/* We cannot assume the unsorted list is empty and
therefore have to perform a complete insert here. */
bck = unsorted_chunks (av);

fwd = bck->fd;

if (__glibc_unlikely (fwd->bk != bck))

malloc_printerr ("malloc(): corrupted unsorted chunks");

remainder->bk = bck;
remainder->fd = fwd;
bck->fd
fwd->bk

remainder;

remainder;

WK /2 Large request, X[ Large Bin AN 4%, glibc 237F Large Bin H1 )\

NI R FR BN S — A @) Chunk, 23#) B, FEHEH 423540 (remainder) i A Unsorted
Bin, XAMEEE A AETE S E A Unsorted Bin g2,

B Unsorted Bin head—fd—bk & 7545 Unsorted Bin head < & ,
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(22) malloc(): corrupted unsorted chunks 2

1 /% Split */

2 else

3 {

4 remainder = chunk at_offset (victim, nb);

5

6 /* We cannot assume the unsorted list is empty and therefore
7 have to perform a complete insert here. */

8 bck = unsorted_chunks (av);

9 fwd = bck—>fd;

0w if (__glibc_unlikely (fwd->bk != bck))

11 malloc_printerr ("malloc(): corrupted unsorted chunks 2");

12 remainder->bk = bck;
13 remainder->fd = fwd;
14 bck->fd = remainder;
15 fwd->bk = remainder;

WNFAE SR B K /INAS BE BT AT Bin 32, 0620454k HL 24 B Bin 5 KA Fast
Bin, Small Bin 5(# Large Bin, #%|LifRA/NKE/N Chunk, 43#1E, HHER]
74y (remainder) it A Unsorted Bin. i M54 gt & 2E 74 HIA Unsorted Bin
AR

B £ Unsorted Bin head—fd—bk /& 15%:F Unsorted Bin head 74 & ,

(23) malloc(): corrupted top size

1 use_top:
2 victim = av->top;

3 size = chunksize (victim);

s if (__glibc_unlikely (size > av->system_mem))

6 malloc_printerr ("malloc(): corrupted top size");

WA SRR NAFEBUTAT 25 P Chunk 55 /2 , 5 2 Top Chunk H1 7341, 5%
A A A AE 73] Top Chunk Z i

T2k Top Chunk [ size FE 215 & FE (< system_mem).,
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(24) free(): invalid pointer

1 /% Little security check which won't hurt performance: the

2 allocator never wrapps around at the end of the address space.
3 Therefore we can exclude some size wvalues which might appear
4 here by accident or by "design" from some intruder. */

s if (__builtin_expect ((uintptr_t) p > (uintptr_t) -size, 0)
6 || __builtin_expect (misaligned_chunk (p), 0))

7 malloc_printerr ("free(): invalid pointer");

TEHEA free pRE KA B free ) Chunk 275 16 FH7XF 5% .

(25) free(): invalid size

1 /* We know that each chunk is at least MINSIZE bytes
2 in size or a multiple of MALLOC ALIGNMENT. */
3 if (__glibc_unlikely (size < MINSIZE || !aligned OK (size)))

4+ malloc_printerr ("free(): invalid size");

TEHEA free BRI G A9 Free Chunk 1) size 2G5 &HE, BIEEERKTH/DK

/N (@2 *size_t), B 16 FATIIREEL.

79



(26) free(): too many chunks detected in tcache

1 /* This test succeeds on double free. However, we don't 100/
2 trust it (it also matches random payload data at a 1 in
3 27<size_t> chance), so verify it's not an unlikely

4 coincidence before aborting. */

s if (__glibc_unlikely (e->key == tcache_key))

6 {

7 tcache_entry *tmp;

8 size_t cnt = 0;

9 LIBC_PROBE (memory_tcache_double_free, 2, e, tc_idx);

10 for (tmp = tcache->entries([tc_idx];

1 tmp;

12 tmp = REVEAL_PTR (tmp->next), ++cnt)

13 {

14 if (cnt >= mp_.tcache_count)

15 malloc_printerr (\

16 "free(): too many chunks detected in tcache");

X &2 Teache W E BECk A Al Safe-Linking A 2x 1) —354 . W15 Free Chunk [¥)
tcache_key 151475 T4 HI 4L tcache_key, PRBEE WO E R Chunk, —A4>
i JJj Teache Hi ) Chunk 457 .

XAk 2 A [J] Teache B}, 4243 [ 5] Chunk J75- [¥ Teache £ KBEFE
fifi 1) Chunk &8 K, $EE Teache HGHT .
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(27) free(): unaligned chunk detected in tcache 2

1 /* This test succeeds on double free. However, we don't 100/
2 trust it (it also matches random payload data at a 1 in
3 27<size_t> chance), so verify it's not an unlikely

4 coincidence before aborting. */

s if (__glibc_unlikely (e->key == tcache_key))

6 {

7 tcache_entry *tmp;

8 size_t cnt = 0;

9 LIBC_PROBE (memory_tcache_double_free, 2, e, tc_idx);

10 for (tmp = tcache->entries([tc_idx];

1 tmp;

12 tmp = REVEAL_PTR (tmp->next), ++cnt)

13 {

14

i5 if (__glibc_unlikely ('aligned_OK (tmp)))

16 malloc_printerr (\

17 "free(): unaligned chunk detected in tcache 2");

%42 Teache XU EFBEHKG £rFl Safe-Linking 1625 () —3 4. H15: Free Chunk
tcache_key 15855 T 4 HIZAE Y tcache_key, PEEE MO EREHT) Chunk, —4>
A~k [ Tecache H11¢) Chunk 50K 2 .

XA 2 AER JJ; Teache B, W15 J 8| #Y Chunk A5 16 35455, M
% Tcache BT T .
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(28) free(): double free detected in tcache 2

1 /* This test succeeds on double free. However, we don't 100/
2 trust it (it also matches random payload data at a 1 in
3 27<size_t> chance), so verify it's not an unlikely

4 coincidence before aborting. */

s if (__glibc_unlikely (e->key == tcache_key))

6 {

7 tcache_entry *tmp;

8 size_t cnt = 0O;

9 LIBC_PROBE (memory_tcache_double free, 2, e, tc_idx);

10 for (tmp = tcache->entries([tc_idx];

1 tmp;

12 tmp = REVEAL PTR (tmp->next), ++cnt)

13 {

14

15 if (tmp == e)

16 malloc_printerr (\

17 "free(): double free detected in tcache 2");

iX & Teache X T Bk A1 Safe-Linking #2134y« W15 Free Chunk 1)
tcache_key 15855 T 4 HIZARMY) tecache_key, PEEE MW EREHT) Chunk, —4>
AN 1 Teache A1) Chunk {6 2r .

XA A2 [J] Teache B, 4Rk 77 3 1Y Chunk FIgREHH Chunk A
[, R Chunk BEXUEFENL T .
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(29) free(): invalid next size (fast)

1 if ('have_lock)

2 {

3 __libc_lock_lock (av->mutex);

4 fail = (chunksize nomask (chunk at_offset (p, size)) <=\
5 CHUNK_HDR_SZ

6 | | chunksize (chunk_at_offset (p, size)) >= \

7 av->system_mem) ;

8 __libc_lock_unlock (av->mutex);

9 }

10

noif (fail)

12 malloc_printerr ("free(): invalid next size (fast)");
13 }

TEFF Free Chunk fill A Fast Bin Hf ;%55 Chunk #JEAHAPAT T~ —> Chunk ¥

size FEIES A ([2 * size_t, sysmtem_mem]).

(30) double free or corruption (fasttop)

1 /* Atomically link P to its fastbin: P->FD = *FB; *FB = P; */
2 mchunkptr old = *fb, 0ld2;

4+ if (SINGLE_THREAD_P)

5 {

6 /* Check that the top of the bin is not
7 the record we are going to

8 add (i.e., double free). */

o if (__builtin_expect (old == p, 0))

10 malloc_printerr ("double free or corruption (fasttop)");

TE K Free Chunk il A Fast Bin G2 & 215 2T Fast Bin 133 Chunk,
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(31) invalid fastbin entry (free)

1 /* Check that size of fastbin chunk at the top is the same as

2 size of the chunk that we are adding. We can dereference UL
3 only if we have the lock, otherwise i1t might have already
4 been allocated again. */

s if (have_lock && old != NULL
6 && __builtin_expect (fastbin_index (chunksize (o0ld)) != idx, 0))

7 malloc_printerr ("invalid fastbin entry (free)");

TE 6 Free Chunk Jjjl A Fast Bin B} 462 Fast Bin 335 Chunk 1] size 27545 T Free
Chunk [ size.,

{HEFE IS, HAZK have_lock == 1. {H __libc_free & ] _int_free B} A<
1% have_lock Ay 1, [A IH M A 1R 6 4 30 5 AN 23 it A

(32) double free or corruption (top)

1 /% Lightweight tests: check whether the block is already the
2 top block. */
3 if (__glibc_unlikely (p == av->top))

4 malloc_printerr ("double free or corruption (top)");

¥ A ¥ 1E Fast Bin DAY Free Chunk S22 75542 Top Chunk ., 3% % 4F H: A Top
Chunk [ Unsorted Chunk # X & B % 4 o

(33) double free or corruption (out)

1 /* Or whether the next chunk is beyond the boundaries

2 of the arena. */

3 if (__builtin_expect (contiguous (av)

4 &% (char *) nextchunk

5 >= ((char *) av->top + chunksize(av->top)), 0))

¢ malloc_printerr ("double free or corruption (out)");

K5 75 7E Fast Bin PASMT Free Chunk, & EHHAHEEH) N —> Chunk /& 75 1T
T Top Chunk i1 5L . iXiE #7EFf A Top Chunk ({H Top Chunk £#5K) f#] Unsorted
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Chunk # A E R & A .

34) double free or corruption (!prev)
( p p

t /% Or whether the block ts actually not marked used. */
> if (__glibc_unlikely (!prev_inuse(nextchunk)))

3 malloc_printerr ("double free or corruption (!prev)");

KA 7% 7E Fast Bin PAZMY) Free Chunk , & & Y EEAH AR AT~ —> Chunk [ prev_inuse
2150 0. XiFEFTEARF A Top Chunk F{ Unsorted Chunk # double free i & 4.

(35) free(): invalid next size (normal)

i nextsize = chunksize(nextchunk) ;

> if (__builtin_expect (chunksize_nomask (nextchunk) \
5 <= CHUNK_HDR_SZ, 0)

4+ || __builtin_expect (nextsize >= av->system_mem, 0))

s malloc_printerr ("free(): invalid next size (normal)");

¥ A V5 AF Fast Bin PA4MY) Free Chunk, FH'EYHAHSEH) T — Chunk [ size

A ([2 * size_t, sysmtem_mem]),

(36) corrupted size vs. prev_size while consolidating

1 /* consolidate backward */

» if (!prev_inuse(p)) {

3 prevsize = prev_size (p);

4 size += prevsize;

s p = chunk_at_offset(p, -((long) prevsize));

6 if (__glibc_unlikely (chunksize(p) != prevsize))

7 malloc_printerr (\

8 "corrupted size vs. prev_size while consolidating");
o unlink chunk (av, p);

o}

J& ) A FF S A 5 ) AH 48 Y Chunk /) size 27555 T 2415 Chunk [ prev_size.,
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(37) free(): corrupted unsorted chunks

1 /*
2 Place the chunk in unsorted chunk list. Chunks are
3 not placed into regular bins until after they have

4 been given one chance to be used im malloc.

5 */

6

7 bck = unsorted_chunks(av);

8 fwd = bck->fd;

9 if (__glibc_unlikely (fwd->bk !'= bck))

10 malloc_printerr ("free(): corrupted unsorted chunks");
1 p—>fd = fwd;

12 p—>bk = bck;

$% free Chunk fill A Unsorted Bin Hf#5;#F Unsorted Bin head—fd—bk J& 7555 T
Unsorted Bin head 74~ ,

(38) malloc_consolidate(): unaligned fastbin chunk detected

1 maxfb = &fastbin (av, NFASTBINS - 1);

2 fb = &fastbin (av, 0);

3 do {

4+ p = atomic_exchange_acquire (fb, NULL);
s if (p 1= 0) {

6 do {

7 Ao

8 if (__glibc_unlikely (misaligned_chunk (p)))

9 malloc_printerr ("malloc_consolidate(): "

10 "unaligned fastbin chunk detected");

Safe-Linking 675 f)—3#4) . K Fast Bin Chunk B H G EE E 2 42 16 5%}
F o
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(39) malloc_consolidate(): invalid chunk size

1 unsigned int idx = fastbin_index (chunksize (p));

2 if ((&fastbin (av, idx)) != fb)

3 malloc_printerr ("malloc_consolidate(): invalid chunk size");

¥ Fast Bin Chunk B H B AG AT B 1 size s2 7545 1% Fast Bin {52 1 size.

(40) corrupted size vs. prev_size in fastbins

1 if (!prev_inuse(p)) {

2 prevsize = prev_size (p);

3 size += prevsize;

4 p = chunk_at_offset(p, -((long) prevsize));

5 if (__glibc_unlikely (chunksize(p) != prevsize))
6 malloc_printerr (\

7 "corrupted size vs. prev_size in fastbins");

8 unlink chunk (av, p);

o}

FFHLH Y Fast Bin Chunk Ji5 i) &9, A )5 [0 A1 4B Chunk |y size /27533 T
24 Hi Chunk ) prev_size.

(41) realloc(): invalid old size

1 /* oldmem size */

> if (__builtin_expect (chunksize nomask (oldp) <=\

5 CHUNK_HDR_SZ, 0)

4 || __builtin_expect (oldsize >= av->system_mem, O0)

5 || __builtin_expect (oldsize != chunksize (oldp), 0))

6 malloc_printerr ("realloc(): invalid old size");

K #r gk realloc [1t) Chunk J5i 21 size 2175 &R ([2 * size_t, sysmtem_mem)]).
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(42) realloc(): invalid next size

1 next = chunk_at_offset (oldp, oldsize);

> INTERNAL SIZE T nextsize = chunksize (next);

3 if (__builtin_expect (chunksize_nomask (next) <=\

+ CHUNK_HDR_SZ, 0)

5 || __builtin_expect (nextsize >= av->system_mem, 0))

6 malloc_printerr ("realloc(): invalid next size");

K4 5 9% realloc 1) Chunk #JEEAHAF ) N —4~ Chunk [ size @& G HE (12 *

size_t, sysmtem_mem]),
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RAL glibc PRIREWE

R Bk ehi%k Hiy

corrupted size vs. prev_size unlink_chunk Bi 1R RN
corrupted double-linked list unlink_chunk T I R [ e
corrupted double-linked list (not small) unlink_chunk o R [ e
munmap_chunk(): invalid pointer munmap_chunk RS &
malloc(): unaligned tcache chunk detected tcache_get ] B )
tcache_thread_shutdown(): unaligned tcache chunk detected tcache_thread_shutdown il [F] B[] 53R
realloc(): invalid pointer __libc_realooc WiiESHaH
malloc(): unaligned fastbin chunk detected _int_malloc PR EAmEEE=
malloc(): unaligned fastbin chunk detected 2 _int_malloc T EA ) R
malloc(): memory corruption (fast) _int_malloc B 1Bk
malloc(): unaligned fastbin chunk detected 3 _int_malloc T [& BA ) 32
malloc(): smallbin double linked list corrupted _int_malloc 01 W [ e =2
malloc(): invalid size (unsorted) _int_malloc By 1B RN
malloc(): invalid next size (unsorted) _int_malloc Bij 11 /)N
malloc(): mismatching next->prev_size (unsorted) _int_malloc B 1R/
malloc(): unsorted double linked list corrupted _int_malloc 01 W A 4 =2
malloc(): invalid next->prev_inuse (unsorted) _int_malloc I RN NN
malloc(): corrupted unsorted chunks 3 _int_malloc I A ) e 5
malloc(): largebin double linked list corrupted (nextsize) _int_malloc 0 A ) B %
malloc(): largebin double linked list corrupted (bk) _int_malloc ISRk
malloc(): corrupted unsorted chunks _int_malloc I AN ) 4R
malloc(): corrupted unsorted chunks 2 _int_malloc I W ) e 5%
malloc(): corrupted top size _int_malloc B 1SR
free(): invalid pointer _int_free i eagliil
free(): invalid size _int_free MRS A
free(): too many chunks detected in tcache _int_free B 1k X R i
free(): unaligned chunk detected in tcache 2 _int_free B 1R X R i
free(): double free detected in tcache 2 _int_free FH 1B X R L
free(): invalid next size (fast) _int_free B 1R BB RN
double free or corruption (fasttop) _int_free B 1B XERE
invalid fastbin entry (free) _int_free Bij 12N
double free or corruption (top) _int_free FHL 1 ACEE R
double free or corruption (out) _int_free FEL 11 A R
double free or corruption (!prev) _int_free B 1 XERE
free(): invalid next size (normal) _int_free b7 12BN
corrupted size vs. prev_size while consolidating _int_free Bi 1R RN
free(): corrupted unsorted chunks _int_free JIm R ) B
malloc_consolidate(): unaligned fastbin chunk detected malloc_consolidate 0 ] B ) 4R
malloc_consolidate(): invalid chunk size malloc_consolidate Bl 1R
corrupted size vs. prev_size in fastbins malloc_consolidate By 1B MR
realloc(): invalid old size _int_realloc RS EH
realloc(): invalid next size _int_realloc WiE S
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it B KGR

2 ST T 1] 25 A A B g ) S A P IS O S M A R . B
gy 25 ANHER T BIIAE 2.15 - 2.37 JUARRY glibe I RIATIE, PAK 42 S HEdi 4
WAAE 2.15 - 2.37 AN glibe HHAFAETE

Hrp& B.1. % B2, & B3 2R HCIIEA A glibe g mI1THE; % B4,
# B.5. % B.6. K BT EMLERALRMA glibe AL,

#z B HEFR ARG SRR glibe RAEYRTITH
(BRZ 2.15 - 2.22)

M B 5/glibe A 215 216 217 218 219 220 221 222

fastbin_dup

fastbin_dup_consolidate
fastbin_dup_into_stack
fastbin_reverse_into_tcache

house_of botcake

house_of_einherjar

house_of_force

house_of_gods

house_of_kauri

house_of lore

house_of _mind_fastbin

house_of rabbit

house_of_spirit

large_bin_attack (larger chunk version)
large_bin_attack (smaller chunk version)
mmap_overlapping_chunks
overlapping_chunks

poison_null_byte (shrink free chunk version)
poison_null_byte (unlink fake chunk version)
tcache_dup

tcache_house_of_spirit

tcache_poisoning
tcache_stashing_unlink_attack

unsafe_unlink

K <K ZZZZAHARKAKARKARAARKZKZZKAKZZAKAKK
KK Z2ZZZ~KARKKKKAAAKZAKZZKAKZZKAKNK
KK ZZZZ~<KAAKKKAARKZAKZZKAKZZKKKX
K< Z22ZZZ~<ARAAKAKKRKAAKRKKZAKZ2Z2<KKZ2Z<K<K
K< ZZZZARKAKARKAKAARAKZKZZKAKZZAKKK
KK Z2ZZZ~<KAKKKKAARKKZAKZZKAKZZKAKK
KK Z22ZZZ~<KAAKKKAARAAKZAKZZ<KAKZZKAKK
K <K Z22ZZZ~<AAAKAKKAARKKZAKZ2Z2<KKZ2Z<KKK

unsorted_bin_attack
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& B.2 R RRITERRRA glibe PRYATITIE

(BRZ 2.23 - 2.30)

HER B 5 /glibe A

2.

23

2.24

2.25

2.26

2.27

2.28

2.29

2.30

fastbin_dup

fastbin_dup_consolidate
fastbin_dup_into_stack
fastbin_reverse_into_tcache
house_of_botcake

house_of_einherjar

house_of_force

house_of_gods

house_of kauri

house_of lore

house_of mind_fastbin

house_of_rabbit

house_of_spirit

large_bin_attack (larger chunk version)
large_bin_attack (smaller chunk version)
mmap_overlapping_chunks
overlapping_chunks

poison_null_byte (shrink free chunk version)
poison_null_byte (unlink fake chunk version)
tcache_dup

tcache_house_of_spirit

tcache_poisoning
tcache_stashing_unlink_attack
unsafe_unlink

unsorted_bin_attack

M < 22 ZZAARKAKAKAKAKAAKAKALKAKZKKAKZZKKK

K < ZZ2Z2ZZARKAKAKAKAARKAKAKZAKKZZALKARKK

K K Z2Z2ZZ~<KAAKKKAARAAKIKAKZAEK K ZZKKKX

M KKK KKK KKK KKK K ZAKAKZAAK KKK

K KKK KKK KKK KK AKX ZAAAK KKK

Z A KKK KA K KA KA KK KK ZAKAK AR AKX

Z KKK HKZAKZAKAAKKAARZAKAKAZZAKAAKAKKAKAX

Z K K K KZAKZAKAKZAKAKZAKAKKZZAKAKAKKAKK
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& B.3 R RRITERRRA glibe PRYATITIE

(BRZ 2.31 - 2.37)

HER B 5 /glibe A

2.

31

2.32

2.33

2.34

2.35

2.36

2.37

fastbin_dup

fastbin_dup_consolidate
fastbin_dup_into_stack
fastbin_reverse_into_tcache
house_of_botcake

house_of_einherjar

house_of_force

house_of_gods

house_of kauri

house_of lore

house_of mind_fastbin

house_of_rabbit

house_of_spirit

large_bin_attack (larger chunk version)
large_bin_attack (smaller chunk version)
mmap_overlapping_chunks
overlapping_chunks

poison_null_byte (shrink free chunk version)
poison_null_byte (unlink fake chunk version)
tcache_dup

tcache_house_of_spirit

tcache_poisoning
tcache_stashing_unlink_attack
unsafe_unlink

unsorted_bin_attack

Z K KX K KZAKZAKAKZAKAAKZAKAKAKAKZZAKAKAKKKK

Z KKK KZAHAZAKARZAKZAKZZZAKAKAKAKKK

Z KKK HKZAKZAKAKZAAKRZKAKZZZAKAAKKAKKKKX

Z KKK HKZKZAKAKZAARZKAKZZZAKAAKAKKAKKX

Z K KX K KZAKZAKAKZAKAAKZAKKAKZZZAKKAKKAKK

Z KKK KZAHAZAKARZAKZAKZZZAKAKAKAKKK

Z KKK HKZAKZAKAKZAARZKAKZZZAKAAKAKKKX
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KB4 HREWEAETRAK glibc PRITFEN

(BRZ 2.15 - 2.20)

He2e 2K A /glibe Ji A

2.15

2.16

2.17

2.18

2.19

2.20

corrupted double-linked list (not small)
corrupted double-linked list

corrupted size vs. prev_size in fastbins
corrupted size vs. prev_size while consolidating
corrupted size vs. prev_size

double free or corruption (!prev)

double free or corruption (fasttop)

double free or corruption (out)

double free or corruption (top)

free(): corrupted unsorted chunks

free(): double free detected in tcache 2

free(): invalid next size (fast)

free(): invalid next size (normal)

free(): invalid pointer

free(): invalid size

free(): too many chunks detected in tcache
free(): unaligned chunk detected in tcache 2
invalid fastbin entry (free)

malloc(): corrupted top size

malloc(): corrupted unsorted chunks 2
malloc(): corrupted unsorted chunks 3
malloc(): corrupted unsorted chunks

malloc(): invalid next size (unsorted)

malloc(): invalid next->prev_inuse (unsorted)
malloc(): invalid size (unsorted)

malloc(): largebin double linked list corrupted (bk)
malloc(): largebin double linked list corrupted (nextsize)
malloc(): memory corruption (fast)

malloc(): mismatching next->prev_size (unsorted)
malloc(): smallbin double linked list corrupted
malloc(): unaligned fastbin chunk detected 2
malloc(): unaligned fastbin chunk detected 3
malloc(): unaligned fastbin chunk detected
malloc(): unaligned tcache chunk detected
malloc(): unsorted double linked list corrupted
malloc_consolidate(): invalid chunk size
malloc_consolidate(): unaligned fastbin chunk detected
munmap_chunk(): invalid pointer

realloc(): invalid next size

realloc(): invalid old size

realloc(): invalid pointer

tcache_thread_shutdown(): unaligned tcache chunk detected

Z K K KK Z2 2 2Z Z 2 2 2ZZK ZZZZZAKZAKZAKZZALAAAKKZAKKKALKALKZZZAZ

Z KK KK Z22Z222Z2ZZ2Z2Z ZKZZZZZKZAKZAKZZAKAKARZALARKKALAKZZZAKZ

Z KKK K Z2Z22 2 2Z 22 2 2Z K Z2Z2ZZZKZAKZAKZZKAARAAKZAKAALAKKKKZZZKZ

Z KKK < Z2Z22 2 Z 22 2Z2Z~K 2 2Z2Z2Z2Z~<KZAKZAKZZKAARAAKZAAKKKZZZKZ

Z KKK K222 2Z2ZZ2Z2ZZ~KZZZZZKZAKZAKZZAKAKALZALALKKALAKZZZAKZ

Z KK KK Z22Z22Z2Z2Z2Z2Z ZKZZZZZKZAKZAKZZAKAKALZALARKRKALAKZZZALZ
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KBS HREWEATRAE glibc PRITFEN

(BRZ 2.21 - 2.26)

He2e 2K A /glibe Ji A

2.21

2.22

2.23

2.24

2.25

2.26

corrupted double-linked list (not small)
corrupted double-linked list

corrupted size vs. prev_size in fastbins
corrupted size vs. prev_size while consolidating
corrupted size vs. prev_size

double free or corruption (!prev)

double free or corruption (fasttop)

double free or corruption (out)

double free or corruption (top)

free(): corrupted unsorted chunks

free(): double free detected in tcache 2

free(): invalid next size (fast)

free(): invalid next size (normal)

free(): invalid pointer

free(): invalid size

free(): too many chunks detected in tcache
free(): unaligned chunk detected in tcache 2
invalid fastbin entry (free)

malloc(): corrupted top size

malloc(): corrupted unsorted chunks 2
malloc(): corrupted unsorted chunks 3
malloc(): corrupted unsorted chunks

malloc(): invalid next size (unsorted)

malloc(): invalid next->prev_inuse (unsorted)
malloc(): invalid size (unsorted)

malloc(): largebin double linked list corrupted (bk)
malloc(): largebin double linked list corrupted (nextsize)
malloc(): memory corruption (fast)

malloc(): mismatching next->prev_size (unsorted)
malloc(): smallbin double linked list corrupted
malloc(): unaligned fastbin chunk detected 2
malloc(): unaligned fastbin chunk detected 3
malloc(): unaligned fastbin chunk detected
malloc(): unaligned tcache chunk detected
malloc(): unsorted double linked list corrupted
malloc_consolidate(): invalid chunk size
malloc_consolidate(): unaligned fastbin chunk detected
munmap_chunk(): invalid pointer

realloc(): invalid next size

realloc(): invalid old size

realloc(): invalid pointer

tcache_thread_shutdown(): unaligned tcache chunk detected

Z KK KK Z2 2 2Z Z 2 2Z 2ZZK ZZZZZAKZAKZAKZZAAAKKZAKAKKALKALKZZZAKK

Z K KKK Z22Z222Z2ZZ2Z2Z ZKZZZZZKZAKZAKZZAKAKARZALAKAKALAKZZZAK

Z KKK K Z2Z22 2 2Z 22 2 2Z K 2Z2Z2ZZZAKZAKZAKZZAKAARAAKZAALAAKKKKZZZ<KKX

Z KKK < Z2Z22 2 Z 22 2Z2Z~K 2 2Z2Z2Z2Z~<KZAKZAKZZAKAARAAKZAAKKKZZZ<KAX

Z K K KK Z2 2 2Z Z 2 2 2ZZK 2ZZZ2ZZAKZAKZAKZZAAAKKZAKAKRKKALKALKZZZAK

Z K KKK Z22Z22 2 2Z2Z2ZKZKZZZZZAKZAKZAKZZAKAKAAZAKKAKAKZZAK
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R B6 HREWEATRAE glibc PRITFEN

(BRZ 2.27 - 2.32)

He2e 2K A /glibe Ji A

2.27

2.28

2.29

2.30

231

N
(3
0

corrupted double-linked list (not small)
corrupted double-linked list

corrupted size vs. prev_size in fastbins
corrupted size vs. prev_size while consolidating
corrupted size vs. prev_size

double free or corruption (!prev)

double free or corruption (fasttop)

double free or corruption (out)

double free or corruption (top)

free(): corrupted unsorted chunks

free(): double free detected in tcache 2

free(): invalid next size (fast)

free(): invalid next size (normal)

free(): invalid pointer

free(): invalid size

free(): too many chunks detected in tcache
free(): unaligned chunk detected in tcache 2
invalid fastbin entry (free)

malloc(): corrupted top size

malloc(): corrupted unsorted chunks 2
malloc(): corrupted unsorted chunks 3
malloc(): corrupted unsorted chunks

malloc(): invalid next size (unsorted)

malloc(): invalid next->prev_inuse (unsorted)
malloc(): invalid size (unsorted)

malloc(): largebin double linked list corrupted (bk)
malloc(): largebin double linked list corrupted (nextsize)
malloc(): memory corruption (fast)

malloc(): mismatching next->prev_size (unsorted)
malloc(): smallbin double linked list corrupted
malloc(): unaligned fastbin chunk detected 2
malloc(): unaligned fastbin chunk detected 3
malloc(): unaligned fastbin chunk detected
malloc(): unaligned tcache chunk detected
malloc(): unsorted double linked list corrupted
malloc_consolidate(): invalid chunk size
malloc_consolidate(): unaligned fastbin chunk detected
munmap_chunk(): invalid pointer

realloc(): invalid next size

realloc(): invalid old size

realloc(): invalid pointer

tcache_thread_shutdown(): unaligned tcache chunk detected

Z K KKK ZKZZ Z Z 2Z K ZKZ Z Z ZZAKZARKZAKZZAKARKAKZAAAKAAKAKALKKZZAKK

Z K KKK Z2<K2Z22Z22Z2Z2Z2ZKZKKZZZZZAKAKAAZAKAZZAKKAKARZAKKAKAKAKZZAK

Z KKK K ZAKKZZ2Z2ZZAAKKZZAKAAKKAAZAAKAZZKKAARAAKAEKAKAAAKKKAKAKKKKX

Z K KK KZHK K Z22Z2Z2Z2ZZAHKAARAAARK A AR ZAKIAKIAHKZZAHAA AR A AKAKAKAK KKK

Z K KKK ZHKKZZZZAAAKAK A AR ZAAIAKZZAKAARA AR AK KKK

KKK K KA K ZAAKA R AHKEA KA A AKEA K ZAKAARZACAHK A AKA AR KA AR KA
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(BRZ 2.33 - 2.37)

He2e 2K A /glibe Ji A

2.33

2.34

2.35

2.36

2.37

corrupted double-linked list (not small)
corrupted double-linked list

corrupted size vs. prev_size in fastbins
corrupted size vs. prev_size while consolidating
corrupted size vs. prev_size

double free or corruption (!prev)

double free or corruption (fasttop)

double free or corruption (out)

double free or corruption (top)

free(): corrupted unsorted chunks

free(): double free detected in tcache 2

free(): invalid next size (fast)

free(): invalid next size (normal)

free(): invalid pointer

free(): invalid size

free(): too many chunks detected in tcache
free(): unaligned chunk detected in tcache 2
invalid fastbin entry (free)

malloc(): corrupted top size

malloc(): corrupted unsorted chunks 2
malloc(): corrupted unsorted chunks 3
malloc(): corrupted unsorted chunks

malloc(): invalid next size (unsorted)

malloc(): invalid next->prev_inuse (unsorted)
malloc(): invalid size (unsorted)

malloc(): largebin double linked list corrupted (bk)
malloc(): largebin double linked list corrupted (nextsize)
malloc(): memory corruption (fast)

malloc(): mismatching next->prev_size (unsorted)
malloc(): smallbin double linked list corrupted
malloc(): unaligned fastbin chunk detected 2
malloc(): unaligned fastbin chunk detected 3
malloc(): unaligned fastbin chunk detected
malloc(): unaligned tcache chunk detected
malloc(): unsorted double linked list corrupted
malloc_consolidate(): invalid chunk size
malloc_consolidate(): unaligned fastbin chunk detected
munmap_chunk(): invalid pointer

realloc(): invalid next size

realloc(): invalid old size

realloc(): invalid pointer

tcache_thread_shutdown(): unaligned tcache chunk detected

T A T T T I T e T S T A I T T A T T e T e e T e SR

KK KKK KA KK ZAKA KA KA A AKEA K ZAKA A A A A R KA AR KA

KKK KKK KK ZHK KA KK A KK A ZHK A AAA KK AR KK A AKX AR

T A T T T T T T I T T T A A A T T T T e T e S S T T e T e L

T A T T A T T S A A T T T T T T T A T T T T A o L
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